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Icebreaker:
What is the best ice 
cream flavor and 
topping?



WSO2 Agentic Enterprise Fabric
Trusted AI Governance across the stack 

Govern every agent

Govern every API & AI service

Govern every connection

Govern every identity

Govern every workload



Todayʼs 
Agenda

Key requirements for agent control

WSO2 Agent Manager

Q&A

What is an agent control plane?



What is an agent control plane?

Rania Khalaf
Chief AI Officer



What makes agents powerful
— the combination of non-determinism and autonomous actions —

is what makes them hard to govern



Without dedicated agent controls, agent programs often 
end up in one of two places

STUCK IN PILOT
Teams canʼt get agents into 
production

AGENTS OUTPACE 
CONTROLS
Leaders canʼt get a handle on 
agent sprawl

40% 
of agentic AI projects 

predicted to be cancelled 
by EOY 2027

Gartner

#1 
Concern facing CIOʼs is 

Agent Sprawl

Gartner



55.4% increase in documented AI incidents 
between 2024 233) and 2025 362

“The AI Index 2026 Annual Report,ˮ  AI Index Steering Committee, Institute for Human-Centered AI, 
Stanford University, Stanford, CA, April 2026



Governance must be redesigned for probabilistic systems

1.Decides.
The agent is told what to achieve, not what to do.

Governance cannot enumerate the agent's 
actions in advance.

2.Acts.
The agent picks tools, arguments, and timing on its 
own.

The action surface is combinatorial, not a list.

3.Not a service, not a user
A third actor with its own intent.

Identity, Scope, Audit per agent. On-behalf-of 
chain.

4.Non-deterministic.
Same prompt, different completion.

Behaviour is a distribution, not a contract.

Agent Action Governance Consequence



You cannot run a 
probabilistic agent on 
infrastructure built 
for deterministic 
code.

Spiderman, © 2002 Columbia Pictures Industries, Inc. and Marvel Characters, Inc. All Rights Reserved



Agent Control Plane AI Agent Management 
Platform AMP

Agent Control Category

Multi-agent estate FinOps Security

Visibility Identity



Governance across every level of adoption

Access Action

GenAI
(e.g. LLMs)

Agents

LLM Traffic

LLM 
Governance

Agent 
Management

MCP 
Management

Agent Identity

Agent Building

AI Gateway

AI Workspace

MCP Hub

Agent ID

Agent Builder

Agent Manager



Agent Control Plane: the ice cream, not the ingredients

Agent Manager

AI Gateway

Observability 
& Eval

Identity

Lifecycle Dev

Runtime

Policies



Key requirements for 
agent control



Agent Management Solution: Key Capabilities
Federated agent management

Microsoft Agent Framework

Ballerina

AWS Strands

LangChain

CrewAI

AWS Bedrock

Mistral

Azure AI Foundry

OpenAI

Anthropic

Gemini

Agent Manager

AI Agents
 

AI Agents
 

AI Agents
 

External

Any framework Any model Any deployment

+ Your Own Model



Agent Management Solution: Key Capabilities
Full Lifecycle Management

StagingPilot



Agent Management Solution: Key Capabilities
Agent Identity & Security



Agent Management Solution: Key Capabilities
Governance & Guardrails

LLM and MCP controls Agent level controls

Agent Level

Org level



Agent Management Solution: Key Capabilities
Monitoring & Evaluation



WSO2 Agent Manager
The open enterprise control plane 
to securely deploy, manage, and 
govern AI agents at scale.

1.0 Now GA

Self-hosted or SaaS  Built for Humans & Agents



Agent Identity

Guardrails

Agents

Evaluation

Observability

Lifecycle Management

Agent Manager

How WSO2 Agent Manager Works

AI Lead/
AI Compliance Lead/ 

AI Agents

Agent ToolsAI Gateway
MCP

Clients/ 
Agents Gateway

AI ServicesAI Gateway
LLM

Agent Runtimes

Runtime



Live Demo
WSO2 Agent Manager

Asanka Abeyweera
Associate Director & Architect



Closing

Rania Khalaf
Chief AI Officer



Go faster
Major shifts happen seemingly overnight 



Pump the brakes
Resilience and regulatory concerns can stop you in your tracks



Creating a need to architect for resilience, 
flexibility, and control

Control Plane and Data Plane Separation
Allows for centralized governance with distributed execution

Agent resiliency: Switch models without rebuilding governance

anthropic/sonnet-5 74.3% 23



Thank you! Questions?



Trusted AI Governance with WSO2

Open Resilient Yours

Learn more 
about WSO2 

Agent Manager


