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Modernizationis an
ongoing journey—not
just about migrating from
legacy systems, but
about continuously
evolving, adapting, and
pushing the boundaries
of what’s possible.
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By using an Internal
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Modernizing Infrastructure
Management
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Breaking Free from Infrastructure Complexity

Instead of managing VMs, wrest
Kubernetes and untangling netwo
enables Platform Engineers operate
of abstractions!

\mage source: https://reliable-auto.com




Automated Infrastructure

Choreo streamlines the provisioning and management of key infrastructure
elementsin the platform.

Provisioning Your New PDP On Vultr

e Provisioning clusters (beta).

26% Completed  choreo-vke-y7o1-96g2gtddmh

@ Provisioning a Dedicated Cloud Account

@ Generating Infrastructure-as-Code (IaC) for the PDP

@horeo | pron

 Back to Data Plane List

Initializing laC State
Bootstrapping Infrastructure and Setting Up Kubernetes

Create a Private Data Plane Installing Vault and the Flux System

Select Infrastructure Provider

Vv A Az s o o

Select Region

Registering the New PDP in the Choreo Control Plane

Injecting Choreo System Secrets to the Vault

Installing the Choreo System Components on the Cluster

Installing Cilium CNI and Configuring Network Policies
New York Amsterdam London Singapore Sydney

Verifying System Installation

OO0 O0OO0O0O0OO0OO0O e

Select PDP size Setting up Health Monitors for the PDP
Finalizing the PDP Provisioning Process
M Medium . Y
-Upto 20 Components - Up to 50 Components
- Up to 60m Transactions Per Month - Up to 150m Transactions Per Month
Est. Cost: $500/Month Est. Cost: $1000/Month

_ Select

Need help deciding the right fit? Contact us and wel help you through it

concel u

Torms of Use  Privacy Policy  Support F




Automated Infrastructure

Choreo streamlines the provisioning and management of key infrastructure

elementsin the platform.

Creating environments.
Configuring deployment pipelines.

Continuous Deployment Pipelines

Default US Deployment Pipeline  [Defou

Development Staging Production | Critical

Hotfix Pipeline

Staging Production | Critical

Create Environment

Name

Staging

Data Plane

Choreo Cloud US

DNS Prefix

stage-acme

DNS for the envirol

Dataplane v

nment will be created as 82d26742-afel-4ed2-bf5e-0034635f0a07-stage-acme.el-us-east-

azure.choreoapis.dev. URL customization will be enabled for the new environment after provisioning, which can take about
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Network Governance

Choreo provides a consolidated Ul for enterprise network governance.

e Configure domains.
o Egresscontrol (Allow/Deny rules).
o CreateVPNs.

Provider o

o Provide Domain Details Add a Custom Domain

at the domain registrar, mapping it to the specified CNAME Alics,

Egress Control Type aemecom

Deny All

e @ Al O webApp (O Developer Portal

acme.com CNAME

Add rules to allow egress traffic

Name Destination Date Scope Action

Storage Link storage.acme.com 17/03/2025 Organization D]




Modernizing Application Architecture
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Modernising application architecture
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Architecture: https://macharchitecture.com/




Microservices architecture at Adidas

. iy '\WERERUACED/OUR/MONOLITH
Not an Electric overhead wiring :) .

S0 THAT EVERY ﬂrlEAGEulllI] iBE
MORE LIKEA MUBDEB MYSTEHY&

Ref: https://thenewstack.io/what-platform-engineering-meant-for-adidass-sres/ 14



Key elements of modernising application architecture

Containerization.

Automated deployments.

Observability, resiliency and scale.

APl Management.

Sharing andreuse.

Decentralized governance with Cell Based Architecture.

Cloud Native Data Management and Asynchronous Communication.



|
Containerization: Choreo Cl and Buildpacks

Choreo uses Buildpacks to transform application code into containerimages.

e Automatics builds on commit.
e Custombuild steps.

w2
Deployment Track () & main a%ivio|

oooooooooo

Greetings Service

Application Image Application Image Application Image | © .
(9] g °
% main © count
®®® Java Buildpack ®®® B’:‘Jﬁg::sk ®®® Go Buildpack © oo
© s

oooooooo () O dac329t91 © success i o
C Oreo —— B P o

uuuuuuuu ) O faofsdos: © success =

0000008439 (F55) © 003092117 © succoss i

82 Developer (Defaul Goplot.




Automated deployments: Choreo CD, with multiple
deployment tracks and pipelines

Choreo automatically deploys code into Kubernetes. Developers are no longer
required to implement pipelines.

Deployment Track & main Vv
e Automatics
Set up Development C Production G
deployments on
b u i Id S ) ‘ ‘ : Deployed 1 days ago Deployed 5 minutes ago

13690417394

. Deployment Status Active Deployment Status
e Multiple deployment 11 days ago
H nn C Image Deployment History Image Deployment History
tracks, for versions.
O e5c84f99f
e Multiple deployment )
Auto Deploy on Build [ @) 13690417394 @ 13690417394 @
pipelines. T days ago 11 days ago
Authentication Settings ommiteta
Changing back the context to / Changing back the context to /
O e5c84f99f O e5c84f99f
Web App URL Web App URL

https://698d71c5-66d5-4b54-bac... (F https://176b3d7d-30fd-4a5e-bbe... (£




Observability, resiliency and scale: Prometheus, OpenSearch,
Cilium, Keda...inone box

Choreo brings together

e Logsofcomponents
and projectsatno
cost.

e Metricsandrequest
path tracing.

e Supportsserverless
mode with Keda.

Yiiventort

cilium  <YyOpenSearch

. XeBPF

key CNCF tools for Logs, Metrics, Scaling and more.

e

S

Static Runtime  Diff

Both static and runtime dependency

Only runtime dependency
---- Only static dependency

V1.0
Request Count 1148
Error Percentage 0.00%
Average Latency 974s il
99% Latency 1000's
90% Latency 933.38 ms : :
50% Latency 0.00 ms 4

2025-03-17T09:12:41.507+01
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2025-03-17T10:28:41.043+01

-03-17710:28:29.035+01:0

00

00
00

00
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WS02-Con-App-Backend

WS02-Con-App-Backend EXCEPTION ST
WS02-Con-App-Backend

WS02-Con-App-Backend Mon Mar 17 0
WS02-Con-App-Backend Error while f
WS02-Con-App-Backend Error while f
wso2-ai-agent-service Error findif
wso2-ai-agent-service Error occuri]
WS02-Con-App-Backend Error retriey
Connector-Store-App 10.100.38.206
WS02-Con-App-Backend Error while f
WS02-Con-App-Backend Error while f
WS02-Con-App-Backend Error while |
WS02-Con-App-Backend Error retriey
WS02-Con-App-Backend Error retriey
WS02-Con-App-Backend Error retriey
WS02-Con-App-Backend Error while f
WS02-Con-App-Backend Error retriey
WS02-Con-App-Backend Error retriey
WS02-Con-App-Backend Error while f
Connector-Store-App 10.100.38.206
Connector-Store-App 10.100.38.206
Connector-Store-App 10.100.38.206
Connector-Store-App 10.100.38.206
Connector-Store-App 10.100.38.206
Connector-Store-App 10.100.38.206




APl Management: Choreo’s “Built-in” APl Management

Choreo’s APIManagement is “Built-in” as opposed to the regular “Bolt-on”

approach.

e Nolongerrequiredto
worry about gateways
and automations.

e Savestime,licensing
feesand
infrastructure.

o Fully featuredwitha
developer portal, API
analytics and more.

Endpoint Configurations

Note: Deploy the component after applying changes for the configuration to take effect.

Endpoints:  appointmentsvc

Security Scheme

APl Key

O oauth2

%

Security Heade

api-key

Authorization

D Pass end-user attributes to upstream @

Resources
/appointment-types
/appointments
/create-appointment

Rate Limiting

Rate Limiting
Level

Q

GET

Request Limit

Time Unit

POST

O Unlimited

@ Resource Level

/appointment-types
100

Per Minute

/appointments

/create-appointment

O APILevel




Choreo Marketplace

Choreo’s Marketplace is a single place of discovery of all reusable enterprise
assets, including Services, Databases, Configurations, etc.

Prevents rework and Marketplace

promotesreuse.

. Q
Increases self-service
by reducing - y , .
d e p e n d e n C i e S . Third Party Web Scraper Mobile App Backend WS02Con App Backend - Endpoint 9090
Implements () == ==

governance over
assets. Cotagories N




Choreo Projects (cells)

Organizing your work into projects gives you freedom to iterate, maintain

permissions, policies and workflows inisolation.

Independent releases.
Independent
permissions.
Independent policies.
Physical network
boundaries.
Independent operations.

O

oJ0)
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Modernizing Operations

N



Security and Compliance Challenges

Cloud Native Applications require a Zero-Trust mode of operation.

This involves thinking about security in every step.

Vulnerabilities in code.
Vulnerabilities in containerimages.
North-South security.

East-West security.

Southbound security.

Encryption of data at rest.

Who can do what?

Who did what?

SIEM.

23



Choreois aZero-Trust Internal Developer Platform, with Al

Secure CI.

Secure CD.

Ingress API Gateway.
East-West API Gateway.
Egress APl Gateway.
Cilium Service-Mesh.
Choreo vault.

Choreo permissions.
Choreo audits.

SIEM Integrations.

Firewall
APIGW & LOY
(External)
L3/L4 Ingress
Access Deny E AA
@ cilium
HeBPF S1 o &
X APIGW
E (Internal) AA
OWREGARD S2 E
% cilium @'QBPF E
Metrics Collected by ﬁgcontainer logsand
Kubelet and Hubble Proiect Foo sevents
) 0 R ) Vﬂuent <Y OpenSearch
HeBPF @8 cilum & ubble
AA Authn & Authz E Network traffic encrypted L3/L4
g " Access
@) e‘;,so)y &8 cilum @ WREGUARD ReBPF Deny

APIGW K8s namespace +
(External) Cilium network
policies
AA E 8§9 cilium
S2
S All http trafficis enforced by Layer 7

E policies.

L3/L4 Egress
Access Deny

X

Project Bar

&8 cilum HeBPF

K8s cluster
boundary

Ingress and Egress traffic control

@ cilium @'eBPF

@8 cilium e(r';%
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Monitoring and alerts

Choreo’s built-in monitoring and
alerting systems keeps you

informed at all times.

e Alertingbasedon
various aspects such
aslogs, metrics
resource usage, etc.

e Continuous
monitoring, scaling
and auto-healing to
reduce downtimes.

50th Percentile.

Os
2025/03/17 152145

Request Per Minute [ @ successful Request tod recuest| Request - =
Latency
Successful Request
0 req/min '
2025/03/17 15:21:45 U
1L
Memory Usage [ @ vemory Usage ‘ @ Memory Limit ‘ @ Memory Request CPU Usage
06 " kel kit
Memory Usage
< Back to Alert ey e

Create New Logs Alert Rule

Alert Type Environment

Logs v Production v
Logs search phrase Emails

[ERROR] sre-group@wso2.com Email

Note: Type and enter to add emails

Advanced Configurations A\

Interval () Count @

5 minutes N 1

Explanation

The email recipient(s) will receive an alert if the phrase "[ERROR]" is found in the application logs for more than 1times during 5 min|

Caneel
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R
Cost visibility

Choreo’s Al powered cost analyzer for FinOps of your platform.

e Reportsrunning costs @horeo [ | e -

a n d S aVI n g S . Cost Insig hts Recommendations _ e £
Applied
o Detectswastagesand
H Monthly Savings Summary Total Monthly Savings Monthly Missed Savings Annual Savings (up to this month)
sub-optimalresource by iy P £
o
allocations. e T | gree— w0 | [
. .
[ ] A I I e S S u e S t I O n S Monthly CPU and Memory Cost Estimated Monthly Cost Monthly CPU and Memory Efficiency
p p g g $ 3.64 (0o5%) $16.39 5.20% ((0000% )
for optimal operations e T il el © G

automatically.
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Al capabilities, coming soon!

With Al, Choreois the platform that sees everything, understands everything and

verifies everything.

e Choreo chief architect.
(» Detect
architectural
smells.
(® Reportsviolations
of guidelines.
e Choreochief
governance officer.

YSJhoreo

Jane Smith v

@ summary

Finance Man.

Architecture Diagram

Support

"QC}

oreo Al Agent |

¥, Architecture Smells

€ Finance Entity service APl is not secured
Sales farce entity service is a possible single point of failure

© User Management API Missing Role-Based Access Control (RBAC)
Travel-invoce-service has reac} hed 70% of CPU limit
Project has 30 components created

© Payment Gateway API Lacks TLS Enforcement

© Unwanted external API call is generated by finance entity service

ice automated service is using over 85% of allocated memory

Netsuite-sync has been idle for 30 days

iew Details —>

6 6 6 6§ ¢d¢J4as
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Choreo: Solving cloud native software challenges

Choreo consolidates the capabilities of multiple tools that customers stitch together to build these platforms

IR Software Manufacturing Process .................... . .
5 .. R L Re L& Q.
Design Develop Deploy Manage Reuse Observe Govern >
Coding & O wg Ao B @ A @ A e m . Production
& Delivery

Development

- Yc)horeo A a

v Abstracts and consolidates the capabilities of multiple tools into a single platform to
get applications and services up and running quickly
/ () [ O,
DEVELOPERS 10X ship fast _ 50% reduction of overall 100% focgs on code,' RESULTS
code to production TCO not everything around it

Built by productizing 15 years of experience helping customers
create their owninternal platforms

28



Cost benefits with Choreo

No upfront Savings from
costs licensing
Zero Setup, Zero Open Source alternatives
Headaches : brings more savings

OPEN SOURCE.
OPEN SAVINGS
- -OPEN SAVING - -

SMARTER
SPENDING

SMART
SCALING

Al-driven
efficiency

Smart Scaling, Smarter

Savings

29



Platforms enable
modernization, platformless
simplifies it, and intelligence
acceleratesit
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Question Time!
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