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Our Mission Today!

| will be taking you on ajourney:

Practical Use-Case Evolution: Guide a real-world use case to a scalable
solution.

Gen Al Drawbacks: Explore challenges and how to address them.

Key “Gen-Al Patterns”: Learn three essential patterns for building Gen Al
apps.

Hands-OnImplementation: Implement each patternto seeitinaction.
Leveraging Integration Expertise: Use integration skills to create
successful Gen Al apps.

Al & Integrations: Understand how Al and integration strategies intersect.



From Traditional Al to Generative Al
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Whatis Al, Gen Al, and LLMs?

o Artificial Intelligence (Al)

(® Simulates humanintelligence in machines to perform tasks like learning,
problem-solving, and decision-making.

o Generative Al (GenAl)

(® Atype of Althat creates new, original content (text, images, music) by learning from
existing data patterns.

e Large Language Models (LLMs)

(® Aspecific type of Gen Al that understands and generates human text.



Generative Al: A Significant Leap Forward!

Transformer Architecture The Explosion of Gen Al The Agentic Era
- GPT-3 (OpenAl): 175 billion parameters, settin )
- "Attention s All You Need" paper: revolutionizes new ben(chfnarks)l P 9 - Explosion of Gen AlModels, Frameworks, and
AlwithTransformer models. - RAG Paper: Enhances LLMs with external data wgllél'c_fg?rir;tasrgsetvegvsing toenable Gen Al
retrieval. applications
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The Rise of LLMs Mainstream Adoption & Frameworks
- BERT (Google): Advances language - ChatGPT: Makes Al accessible to everyone.
understanding. - LangChain & ReAct: Frameworks for building
- GPT-1& GPT-2 (OpenAl): Breakthroughs in text Gen Al applications and multi-agent systems.
generation. - Gen Al APIs: Widespread availability of

pre-trained models via simple APlintegrations



Business Value: What’s Changed?

o Building Al Applications was Previously:
(® Complex, time-consuming, and required specialized knowledge in Al, ML, Deep
Learning, Data Science, etc.

o WithGenAl:

(® Noneedfordeep Al/ML expertise.
(® GenAlmodels are pre-trained and easily accessible through APIs.

Building Al applicationsis now all about coding and
integrations!




Do You+Want to Build an Al Application?
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A Real-World Al Use Case

Enhancing WSO2Con with Al

We’ve integrated Al-driven features into the WSO2Con mobile app to improve your conference
experience:

WSO2Con Assistant: Get real-time answers to your questions about conference.
Session Advisor: Receive personalized sessionrecommendations based onyourinterests.
Attendee Connections: Helps to connect with attendees who share similarinterests.

Expert Finder: Discover WSO2 O2Bar experts to discuss your specific technical needs.
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Brainstorming!

e Buildingthe WSO2Con Assistant

o We have Generative Almodels—so how hard canit be?
e Apromptissimply:

o Instructions, context or questions that guides the model to generate arelevant

response
Question — Prompt
—— —— —
SN ) pa— —
Answer Response

User Mobile App Al Application GenAl Model API
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Let’s Start: Building the WSO2Con Al
Assistant
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It Doesn’t Have All the Answers!

Gen Almodels have a knowledge cut-off.
(® Theyonly "know" up to the point of theirlast training data.
Key Warning:
(® Theydon’t provide facts—they generate responses based on patterns.

(® Hallucinations are arealrisk.

So how dowe add knowledge to a Gen Almodel?



CanWe Trainltto "Know" More?

Fine-tuning can update Gen Al model with new knowledge.

Require some expertise on how to:
(®  Structure the data
(® Tunehyperparameters (epochs, learningrate, etc.)

Takes time & isn't real-time

Notideal forWSO2Con Assistant > Conference agendas change
frequently!



In-Context Learning — A Simpler Approach

Grounding the Model with Facts

(® Instead of fine-tuning, we caninject real-time datainto the prompt:
Prompt = Instructions + Question + Live Data (Conference Agenda)
How do we get the latest conference agenda?

Request
y

(® It’sjust anotherintegration!

Question Question Agenda WSO02Con API
é é
D S -
Answer Answer Prompt
User Mobile App Al Application
Response

GenAl Model API



WSO2Con Al Assistant with
Knowledge Integration
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Level Unlocked: Al Application Builder

o The assistant answers questions correctly using real-time agenda data.

(® Butwhatif users ask about WSO2 products?

o We needmore data sources—but there’s achallenge!
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The Challenge - LLMs Have Token Limits

LLMs can’t process unlimited datain one go!

(® Forexample: GPT-40 has a 128k token limit (input + output).

That may seemlike alot, but...
(® ™ Accuracy drops if we stuff too much data.
® ) Response timeincreases with longer prompts.

(® & Costsgoupaswe sendlargerrequests.

We need a betterapproach!



Retrieval-Augmented Generation (RAG)

e Instead of stuffing all data into the prompt...

e Retrieve only the mostrelevant data on demand!
(® Efficient - Only fetchwhat’s needed.
(® Accurate - Uses up-to-date, context-aware data.

(o) Scalable - Works even with massive datasets.

o Buthowdoesitwork? Let’s breakitdown...

Search and Retrieval

> Databases

et
R

Online
Data Sources

»@ LLM

User Chatbot

t




RAG Explained - Three Key Steps

1) Datalngestion (Happens Once)

a) Chunktheinformationinto smaller, meaningful sections.

b) Convert each chunkinto embeddings using an embedding model.

c) Storeembeddingsinavectordatabase forefficientretrieval.
2) DataRetrieval (For Every Question)
a) Converttheuser’'s questioninto embeddings.

b) Performasimilarity searchinthe vectordatabase.

c) Fetchthe mostrelevant chunks.
3)  Augmented Generation

a) Include onlyrelevant datainthe prompt.

b) Generate afact-grounded answerusing the LLM.



Let’s Supercharge Our Al Assistant
with RAG! '
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Beyond Agenda & Docs - What’s Next?

OurWSO2Con Assistant can now answer agenda-related and product
related questions.

But what’s missing?

@ Conference venue details

@ Information about speakers

@ Personalized recommendations based on attendees' interests
@ Ability to submit feedback

Some of these require retrieving information, while others require storing
new data.
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Our Vision for the Al Assistant

Speaker
Information

Conference General Conference
Information Agenda
Product
Submit Information
Feedback
GEN Al
Application
User’sInformation Current
(Name, Interests) Time

22



How Do We Achieve This?

At first glance, it seems like we just need more integrations.

But think aboutit...
(® Shouldwe load data from all sources for every question?
(®  Whatif the user simply says, “Hi!” - do we need all that data?

(® Howdowe store user feedback dynamically?

What if Al can do the heavy lifting?
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Let’s Make Al Do the Work!

Instead of static workflows, we use a system that canreason and execute
tools (APls, functions, databases) dynamically.

(® Dynamic Data Retrieval - Al decides whetherto query APls, databases, or external
systems based on userinput.

(® Intelligent Action Execution - Al caninvoke functions, trigger APls, or update state as
needed.

These tools act as data sources or actions, choseninreal time by Gen Al.

Thisiswhat we call a Gen Al Agent!
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How Does a Gen Al Agent Work?

Agentloads a set of tools + a Gen Almodel
Eachtool has:

a) Aname, description,input schema, and execution method

The promptinstructs the LLM toreason and select the correct tool.

When a user asks a question:

a) Theagentdecideswhichtool(s)touse

b) Executesthetooldynamically

c) Usesthe outputforthe nextreasoningstep
This continues until:

a) Thetaskisfully completed

b) TheAlhasenoughinformationtorespondtothe user
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Iteration 1

@ Agent h

Thought: I need to find
lIiiHH%IIHH'

LM

conference_year = 2025

(Mobile Backend APB

get conference

sessions about AL

Iteration 2
find out about speakers

Agent w
doing AT sessions
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Thought: I need to

UM

{

3

"title": "Building AI Applications"

"category" : "AIL Lab"
"startTime": "2025-03-18 13.30,
"endTime": "2025-03-18 3.00,

"speakers": [ "id1l", "id2", ..

speaker_id = "id1"

|

agenda

get speaker

info

i —

/Mobile Backend APﬂ
get conference
agenda

get speaker

Y
D
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Iteration 3

( Agent N

LM
v

Answer
J

Thought: T have enough info
to answer the question

"idh: "idi",
"name": "Nadheesh Jihan",
"hio": "....... "

}

info J

(Mobile Backend API\

get conference
agenda

get speaker
info
N ——

Al Agent: Example

Question: “Who is speaking about Al at
the conference?”

Iteration1:
o Thought: Find out sessions about Al
o  Action: Fetchthe conference agenda

Iteration 2:
o  Thought: Now figure out speaker names.
o  Action: Fetch speakerinfo

Iteration 3:
o  Thought: | have allinfo needed
o  Action: Provide answer to the question.
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WSO2Con Assistant with Al Agents
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Great JE)b! You made it!
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Our Journey SoFar...

We've explored three key patterns for building GenAl applications:
o Gen AllIntegrations: Connecting pre-trained models with enterprise systems via APIs.

o Retrieval-Augmented Generation (RAG): Enhancing Alresponses by dynamically
retrieving relevant external data.

o GenAl Agents: Autonomous systems that can make decisions, and execute tools
dynamically based on the given task.

We built a GenAl-powered applicationinjust a few minutes—seems
simple, right?

But despite the excitement, very few GenAl applications actually succeed
in production. Why?
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A Common Pitfall!

e Many organizations are investing heavily in GenAl applications, butonly a
small fraction make it to production.

o What’s goingwrong?

O

O
O)
O)

Some seeit purely as an Al problem (model tuning, prompting, etc.).
Others seeit solely as anintegration problem (APls, data pipelines).
The reality? A successful GenAl applicationrequires both Aland integration strategies!

And no—we’re not talking about traditional Al expertise alone.
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What Makes a Successful GenAl Application?

Beyondjust solving a valid problem, a production-ready GenAl
application must:

(® Deliveraccurate, consistent responses

Maintain acceptable latency forreal-time interactions
Scale efficiently undervarying loads

Securely access data and tools

Minimize misuse and unintended behavior

©@ © ® 0 ©

Provide explainability and visibility into its decisions



Improving WSO2Con Assistant

What Al strategies canimprove accuracy?
(® Prompttuning (a.k.a. prompt engineering)
(® Hyperparameter optimization

(® Fine-tuning LLMs

Butis that enough? To take it to the next level, can we optimize the
integration!
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Taking A Step Back

Let’s revisit the previous scenario:

(® Question: "Whois speaking about Al at the conference?"

e Foranaccurateresponse, the Al Agent must:
(® Query conference_agenda to identify Al-related sessions.
(® Queryspeaker_info toretrieve speaker details.
(® Map sessions to speakers using speaker IDs.
o Potential Risks:
(® Incorrect decision-making could resultinreturning only speaker IDs.
(® Faulty mappings couldlead toincorrect speaker names.
o Keylnsight: Recognizing these risks requires an Al-aware perspective
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To Solve This, We Need Better Integrations!

Iteration 1
Agent

~

Current

conference_year = 2025

Mobile Backend API

get conference

Tool 1

/Z
LLM
Thought: I need to find
lliiiiiailiil

sessions about AI
Iteration 2

Thought: I need to

( Agent
find out about speakers

'Iiii%iiilil
doing AI sessions
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speaker_id = "id1"

ageno(a

get speaker

info
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Improved

Iteration 1

Agent

Thought: I need to find out
speakers doing AI sessions
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Integration Expertise to the Rescue!

o Ourmodifications bring key benefits:

®

O)

O)

Improved Accuracy: Eliminates the risk of returning speaker IDs instead of names and
prevents errors fromincorrect mappings.

Lower Latency: Reducesunnecessary LLM calls and enables parallel execution of API
requests.

Cost Efficiency: Optimizes token usage and minimizes redundant LLM calls.

o Why Al + Integration Expertise Matters

®

O)

Traditional integration best practices may not always optimize Al-powered
applications.

APIs are typically designed through domain-driven decomposition, but Al Agents
require a different abstraction.

To build effective Al applications, we must think beyond traditional integrations and
consider Al-driven optimizations.
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How Can an Al Perspective Help?

At the start, we explored four key Al-driven experiences:
WSO2Con Assistant | -1 Session Advisor | " Attendee Connections | ‘X Expert Finder

Should we apply the Al Agent pattern to all of them?
As anintegration developer, you might say yes
(® More automationis always better!
But from an Al-first perspective, the decisionwon’t be that

straightforward.

(® SessionAdvisor: Gen Alintegration
(® ExpertFinder: GenAlintegration
(® Attendee Connections: Retrieval Augmentation Generation (RAG) + Gen Al Integration
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After the Break!

Rosen will share his insights on Al development andits impact on the
industry.

Afterwards, I'll walk you through the architecture behind the WSO2Con Al
features and reveal how we moved from local development to production
injustafew hours.

Finally, I'll highlight the role of the Al Gateway in securing and optimizing Al
interactions, using the WSO2Con use cases as an example.

37



+

Question Time!




Thank you! | WS02C2N2025




