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Integration

o Alldevelopmentinenterpriseis

integration
o Enterprises have gone through
disaggregation of functionality for aqility,
scale, and efficiency.
o Newdevelopmentisre-assembling them
according to business requirements.
APIs arethenewDLLs
o Everyone wants to write applications
o Pro-code, Low-code, Vibe coding
e Integration = APIs + Data + Events + Al

o Altosimplify development experience
o Altobringintelligence to applications




Integration challengesin Al Era

GenAllowers the skill requirements, but it may resultinless experienced
integrators taking shortcuts that could negatively impact maintainability in

thelongrun
Ensuring that documentation, code, and design remain aligned is crucial

for addressing the long-term maintainability of integration
You need a platformimprove the productivity, yet enforce the best
practices and SDLC

To build an effective iPaaS for the Al era, it is essential to address all these
challenges
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Deployment Options

Design PRCLEI + Add Construct

O Deploy to Devant

Deploy your integration to the
cloud using WSO2 Devant.
Learn more

@ redisClient Deploy to Cloud

© Deploy with Docker

Integration for the Al era!

O DeployonaVvm

Integration Control Plane

AliPaaS withan Al-powered low-code
development experience.
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First-class support to create intelligent
digital experiences using integration.
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Development Experience & Integration Capabilities

@ Ballerina Integrator X
@ Diagram | Artifacts

Leverages WSOZ2 Ballerina ¢ i
Integratorand WSO2 Micro
Integrator capabilities

o WSOZ2 Streaming Integrator support -
coming soon

Offers VS Code-based

development experience
o Browserbaseddevelopment

experience - coming soon
Caninteract with Devant through

web console orVS Code (ﬁ‘
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Solve any integration challenge

® 6 w» @ g

Automations Al Agents Integrations as Event-based File-based
APls integrations integrations



Create and manage integrations as APIs

v [ entity-service
v ©O- Entry Points
v o

B get-personal\-claims/[wso2/f...

post-search\-personal\-claim...
post-personal\-claims/[ws02/...
patch-personal\-claims/[wso...
put-personal\-claims/[wso2/f...
post-vendor\-bills
post-per\-diems/vendor\-bills
patch-travel\-invoices
patch-per\-diems/[int perDie...
patch-per\-diems/payments
post-travel\-invoices/search
post-per\-diems/search
get-per\-diems/[int perDiemId]
get-per\-diems/payments/[in...
post-travel\-cards/search
get-engagements/[string id]
post-engagement\-allocation...
post-per\-diems/payments
post-travel\-cards
post-per\-diems/payments/s...
get-travels/[string jobNumber]
post-income\-accounts/search
post-sales\-accounts/cost/se...
post-income\-accounts/grou...
post-sales\-accounts/cost/gr...
put-income\-account/update
put-sales\-accounts/cost/up...

get-subsidiaries/[string com...

get-invoice\-cost\-type\-id/[s...

get-invoice\-account\-classifi...

get-invoices/[string jobNumb...
get-per\-diems/[string jobNu...

get-per\-diems/payments/cur...

get-per\-diems/payments/[st...
get-per\-diems/[string jobNu...

(A / Service Designer |/ Diagram

¢ Resource post travel\- (input:

card

log : printError

s/search types:TravelCardSearchRequest
Sequ

Declare Variable
lter = input.filter 7:

Declare Variable
“limit = input.'limit

Declare Variabl
offse

et = input.

getTravelCardDetails

travelCards

Devant o, Finance

Finance Entity Service

The digiops-finance repository has reached the limit of 20 webhooks. Auto Deploy on Commit is disabled for this integration.

Deployment Track 8% main APivio

@ Finance Entity Service

Integration as API

View and manage finance domain related business objects such as engagements, allocations, travels,

claims, credit card transactions and balance statements from this AP

Entity Service  Finance

Source: () https://github. d ‘tree/main

o

Latest Commit: -O- 2ac2f9f renamed last_updated_at tolast_.. (D 5daysago by poojai808 &

Build Status: @ Build completed Build Logs

| 2 openwitnvs code

‘ (4 Developer Portal

© Configure Security @

[ Configure Policies @

@ Lifecycle Status

Compliance Summary

©0 A0 ©0 Q@0

Development O 2ac2f9f renamed last_u... @ Suspended C
RL
Jengagement-allocations/search Sear ) i v e
BESED /onoosements/ii) v e
/income-account/update voa
— A
Total Traffic Ao Eorcount Average Error Rate 1y 99thPercentile Latency
4026 204 5% 1192.75ms
Staging O 2ac2f9f renamed last_u.. @ Active C



Create and manage automations

Customer Success v Threat Intel Notificati..

82 Ooverview Deployment Track =~ §° main

4 Develop

@ Threat Intel Notification Task N s ot

Automation

& Build
£9 Deploy This Schedule Trigger is designed to detect and notify about potential cyber security threats in real-time.
& Test Source: () https://github.com/wso2-enterprise/digiops-cs/tree/main/operations/threat-intel-tool

Latest Commit: O cece711 modified the code accordingtosu.. (D 2yearsago by Senal &
ol Insights

Build Status: Waiting for build..
63 Observability
2 Admin

Production O cece711 modified the co.

Executes every 15 minutes, in time zone Asia/Colombo

O Triggered At O Duration © Commit ID & Latest Logs
Today at 22:15:00 cece?M View Logs
Today at 22:00:00 cece7N View Logs
Today at 21:45:00 cece7M View Logs
Today at 21:30:00 cece?N View Logs
Today at 2115:00 cece?M View Logs

Rowsperpage: 5 v 1-5 of 2890

Error Rate Average Duration 99th Percentile Latency & Total Executions

0.00% 36.30:cc 37.00:cc 10

Collapse




Create and manage Al Agents

evant “ o 4
e, manu Default ai-math-tutor-agent

8 Overview Deployment Track & main A%10 Configure

4 Develop

& suid Q ai-math-tutor-agent

Al Agent

Required Configurables

admin/tryouts
£9 Deplov apikey

© Configure Security @

& Al Agent create anew Al agent for your integration

3 Configure Policies @
e: () https://github.com/manuranga/ai-chat-tutor-agent-example/tree/main/ deploymentid

[ Lifecycle Status
Commit: O 74eb945 remove dependencies (O 2 days ago by Manuranga @

— status: @ Build leted Compliance Summary
i i i atus: uild complete
o Basic Agent Setup —— e Model Configuration e Tool Integration ! 2 ©0 A0 @0 ©0

gptéo

apiVersion

. 2023-07-01-preview
945 remove depen... @ Active View Logs

Add New Tool

serviceUrl
Enhance your Al Agent's capabilities by adding tools

Re-Authenti

https://|

Tool Type

chatagent
Comnecor = M

Defaultable Configurables
® Create New Connection Use Existing Connection e et &

Search Connector

0

[ Google Calendar

Import from Open AP Specification

10



Al Capabilities

Development of Alagents, RAG applications are
through WSO2 Ballerina Integrator & WSO2
Micro Integrator

Discovery and use of Al agents

Dataingestion for RAG knowledge base

Ability to create vector databases

Ability to register LLMs, manage egress traffic
with Al Gateway (coming soon), apply guardrails
(coming soon)

Ability to configure “eval frameworks” for Al
testing (coming soon)

Organization-wide visibility and governance
using Al (roadmap)




Enterprise Capabilities

Organizations and Support for . .
9 . . . PP . Multi-environment &
projects with multi-cloud, hybrid . .
multiple versions
configurableroles cloud

AP|

Convertintegrations
as APIs into managed
APls

Discoverandreuse
APls

Secure by default o
: y Observability and
with zero trust, secret .
usage insights
management

A

PR

e

Ability to create
databases, message

Built-in CICD,

brokers DevOps

Images credit - flaticon.com
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Hierarchies, Teams, and Permissions

Org level access
management

Private data plane -1

Private data plane - 2

A

v . .

Project Project Project —

|
R T T —

Integration - 1 Integration - 2 Integration - 3

[ Container J [ Container [ Container ]

Proj level access
management

Env level access
management

N

[ Container

- -

B B
~—
Semmcmmcqeesmmscsqesescese==an



Multi-Cloud

I Observability data

Devant Control Plane: design, develop, test, build, deploy, observe, iterate
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Devant Data Plane: Available on any cloud, hybrid



Multiple Environments & Multiple Versions

s N s N
O s m Check . Generate Image
main > Out >> Bl >> Configs >> SeEr >> Push >> R >
0__m Auto-Deploy CI/CD Pipeline
v2
L SourceR?pository ) D R R - B e N
i v2 C250 C220 C200 C200 E
Commit BN NN U R S
! —_— —> —> !
Commit ‘main c170 C120 C100 c90 5
Test '\\___ ______________________________________________________________________________ y
Development Testing Staging Production
</> Environment Environment Environment Environment
Developer




Multiple Environments & Multiple Versions

Download P...

Deployment ffirack | & main a°1
#° operation-resource-downl. APIVIO 4 O s aody
Reés ... ... lad Process

Integration off API

WSO2 resourdf downloads (product/white papers etc.) are hoffdled by verifying the user before providing them

with the d e user requests and provides a UUID to be used © Configure Security @

with an OT link for resource downloading
Marketing [ Configure Policies @

@ Lifecycle Status
source: () https://github.com/wso2-enterprise/digiops-marketing/tree/main/operations/resource-download-p..

Compliance Summary
Latest Commit: d7flbOe Add support for product codeinre.. (0) 8days ago by yuk7hi 86 AG 6 @0

Build Status: @ Build completed Build Logs

Development d7f1b0e Add support fo.. @ Active

https://apis-devwso2.com/gnvy/resource-download-process/endpoint-9090-803/v1.2

/download-requests
SR /oownioad-requests/fuuid)/consume
m /health-check

Total Traffic oy Error Count Average Error Rate 99th Percentile Latency

18 2 1% 14360nms

Staging O d7f1f§0e Add support fo.. @ Active

Base URL:  https://apis-stgwso2.com/g dpoint-9090-803/v1.2

T

>rivacy Policy  Support




APl Management

Ability to expose
integrations as managed
APls

Comprehensive API
management features,
including security,
throttling, rate limiting
Developerportal for
discovering APIs

{REST}



Secure by Default

Built-in secure secret
management

Built-in zero trust security
architecture

Cellarchitecture with API
gateways at the boundaries to
prevent unauthorized access
(ingress & egress)

Patches and updates applied
automatically

- Exposed to the internet

Exposed to other I
projects within
the organization @
i N
I
1
I
1

|
l Exposed within the
| 4:’ project Project
¢ v‘ i <--- boundary
1

v
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Platform services

o Databases

e Vectordatabases
o Messagebrokers
o FTP (Future)

Create Database Server

Select Cloud Provider
[ Digital Ocean ] > Google Cloud Platform

Select Region

rere prieastes

Select Service Platform

Hobby List Hobby List Hobby List

[ ]

[

L]

[

$0.o3/hour $0]0 /hour $048 /hour

aWs Amazon Web Services

Hobby List

$ 088 / hour

/s Microsoft Azure



Observability

l@evané wso2 v Finance

& Staging v @ Past 30 days VvV (GMT+05:30) As..

Only runtime dependency

ance-Entity-Serv {"time":"2025-03-11T14:53:55.270Z", "level":"ERROR", "modu
etSuite-Sync {"time":"2025-03-11T19:30:07.1962", "level":"INFO", "module":"wso2/1
etSuite-Sync {"tim 025-03-11719:30:09.389Z", "level":"ERROR", "module":"wso2
tSuite-Sync {"time":"2025-03-11T19:30:09.776Z", "level":"ERROR", "module":"wso2
etSuite-Sync {"time":"2025-03-11719:30:10.074Z", "level":"ERROR", "module”:"wso2,
2tSuite-Sync {"time":"2025-03-11719:30:10.088Z", "level:"ERROR", "module”:"wso2.
tSuite-Sync {"time":"2025-03-11T19:30:10.797Z", "level":"ERROR", "module”:"wso2.
Suite-Sync {"time":"2025-03-11719:30:10.810Z", "level”:"ERROR", "module”:"wso2.
{"time":"2025-03-12704:38:28.0882", "level":"ERROR", "module":"bal
{"time":"2025-03-12704:38:29.1192", "level":"ERROR", "module":"bal.
{"time":"2025-03-12704:38:30.3852", "level":"ERROR", "module":"bal
{"time":"2025-03-12704:38:31.8712", "level":" ", “"module”:"bal
{"time":"2025-03-12706:21:19.629Z", "level":" ", "module”:"bal.
{"time":"2025-03-12706:21:21.4052", "level":" ", “"module”:"bal
{"time":"2025-03-12T06:21:23.0822", "level":"ERROR", "module":"bal
{"time":"2025-03-12T06:21:25.2892", “level":"ERROR", “module”:“bal

Request Count Service {"time":"2025-03-12T08:34:54.0992", "level":"INFO", “modult

Error Percentage {"time":"2025-03-12T08:36:52.981Z", "level":"INFO", "module":“"wso2.
Average Latency

99% Latency

90% Latency

50% Latency

etSuite-Sync {"time":"2025-03-12719:30:12.672Z", "level":"INFO", "module":"wso2/
tSuite-Sync {"time":"2025-03-12T19:30:14.746Z", "level":"ERROR", "module”:"wso2.
tSuite-Sync {"time":"2025-03-12T19:30:14.880Z", "level":"ERROR", "module”:"wso2.
tSuite-Sync {"time":"2025-03-12T19:30:15.3692", "level":"ERROR", "module”:"wso2.
tSuite-Sync {"time":"2025-03-12T19:30:15.3832", "level":"ERROR", "module”:"wso2
etSuite-Sync {"time":"2025-03-12719:30:15.600Z", "level":"ERROR", "module":"wso2
g*c: @ E: 3701:0 0! etSuite-Sync {"time":"2025-03-12719:30:15.6172", "level":"ERROR", "module”:"wso2

Static time  Diff  Load latest logs




Usage Insights

Project
‘Finunce v ‘
Operational Analytics  DORA Metrics ~ Business Insights

Insights for Production Environments

Total Traffic Error Count
at 7O

65183 103

API Request Summary

® Success @ Emor @ Latency
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& Error Rate
O

API Usage By Application

Hit Count

)

95th Percentile Latency

4429ms
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Question Time!
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