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1.2 billion
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Meta (Ireland) - Fine for GDPR violation

€
2023

*Source: enforcementtracker.com

https://csrc.nist.gov/Projects/post-quantum-cryptography
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GDPR Violations (Fines)

2019 2020 2021 2022 2023

71.8 171.6

1278.4

841.5

2055.0

143 342 462 532 465

Fines (In million Euros) No of Fines Imposed

*Source: enforcementtracker.com, statista.com

Companies have paid nearly
€6 billion 

https://csrc.nist.gov/Projects/post-quantum-cryptography
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Cyberattacks cause more than
€1 trillion in damage every year

*Source: statista.com

https://csrc.nist.gov/Projects/post-quantum-cryptography
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“An opportunity to build the trust with consumers”



● Regulations
● Directives
● Decisions
● Recommendations & Opinions
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Types of legislation

*Source: european-union.europa.eu

https://csrc.nist.gov/Projects/post-quantum-cryptography
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New EU regulatory landscape

NIS2 DORA
2.0



● Original eIDAS (Regulation (EU) No 910/2014) and its update, eIDAS 2
● Problem with the eIDAS 1.0

⦿ No standardized Digital Identity across borders 
⦿ Lack of private sector inclusion
⦿ No support for Digital Attributes & Credentials
⦿ Limited adoption across EU

● Introduction of the European Digital Identity Wallet
⦿ Identify user
⦿ Providing age
⦿ Store and present Medical prescription, Driving licence etc
⦿ Sign contracts
⦿ Authorize payments
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eIDAS 2.0
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eIDAS 2.0

● Regulation
● eIDAS 1.0 (2014)
● Digital Identity
● Cross border 

interactions

● Problem with the eIDAS 1.0
⦿ No standardized Digital 

Identity across borders
⦿ Lack of private sector 

adoption
⦿ No support for Digital 

Attributes & Credentials
⦿ Limited adoption across EU

● European Digital 
Identity Wallet
⦿ Identify user
⦿ Providing age
⦿ Store and present 

Medical prescription, 
Driving licence etc

⦿ Sign contracts
⦿ Authorize payments
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eiDAS 2.0 Timelines

2023 2024 2025

Legislation

eIDAS 2.0 ARF Implementation Act
● EWC - Travel
● Potential - Bank
● DC4EU - Education
● NOBID - Payments

May

Reference Wallet Applications



● Improving the resilience and security of critical infrastructure
● Applies to critical sectors

⦿ Energy, water, transportation,healthcare, finance etc
⦿ At least 250 employees or an annual turnover exceeding €50 million

● Reform of the Network and Information Security Directive (2016)
⦿ More Sectors Covered
⦿ Stronger Security Requirements
⦿ Penalties & Enforcement
⦿ More..

● The majority of EU member states missed the October 17, 2024
● Countries transposed into local laws - Croatia, Hungry, Belgium
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NIS2

NIS2



● Not the Cartoon, it’s a Regulation
● Such as NIS2, to foster a comprehensive approach to cybersecurity and 

resilience across the EU
● Operational Resilience and Service continuity for financial sector
● Applies to financial entities 

⦿ Banks, Insurance companies, Investment firms, Payment institutions etc
● January 2025
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DORA

DORA



How do companies address?



"Legal and Compliance teams collaborate 
with others to turn regulations into action."
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     PAM

15

   IGA      ITDR

IAM in Regulations

IAM Functions and Principles

● Data privacy
● User Consent
● Strong Authentication
● Identity Verification
● Access Control & Least 

Privilege

● Audit and Monitoring
● Privileged Access 

Management
● Identity and Access 

Governance

● User Lifecycle 
Management

● Incident Detection 
and Response

● Third-Party Access 
Management

     AM Others

Regulatory Standards
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Unified Identity Platform

*Source:  Identity Fabric - The Definition and its Architecture - Felix Gaehtgens, Gartner IAM Summit 2024, London 

https://csrc.nist.gov/Projects/post-quantum-cryptography


How WSO2 can help ?
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WSO2 IAM Platform
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Thank you!


