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Securing APl Traffic Coming In

Whatis Ingress APl Management?

Controls APl traffic entering the
organization

Ensures security, authentication, and
access control

Why Organizations Need [t?
Standardized APl exposure

Secure and compliant access control




Egress APl Management refers to the
policies, controls, and monitoring
4 mechanisms used to manage outbound
APlrequests from an organization's
systems or services to external APIs.
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Why Edress APls Matter?
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With Al and SaaS apps, external
APl calls aren’t just
nice-to-haves,

they’re the backbone!




Key Challenges in Egress AP| Management

: 94%! of Orgs have faced API security issues
: Slow external services disrupt apps.
: Uncontrolled usage spikes expenses.
: Data privacy violations risk fines.

: Tightly coupled to specific Almodels or SaaS
endpoints

: Shadow SaaS APIs used by teams

[1] https://salt.security/blog/its-2024-and-the-api-breaches-keep-coming



The Role of Egress APl Gateways

Unified Control Plane for Outbound APIs:

Centralized governance over API calls made to third-party services.

Dynamic Credential Management:

Secure handling of APl keys, OAuth tokens, and client certificates.

Rate Limiting & Cost Control:

Prevent excessive APl calls to paid services, reducing unnecessary costs.
Observability & Monitoring:

Track request latency, error rates, and costs associated with third-party APlusage.
Security & Compliance Enforcement: Protect
sensitive data by applying policies like masking, logging, and access control.
Flexible Routing & Failover:

Enable vendor-agnostic routing, allowing fallback mechanisms for critical services.
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Real W&rld.Scenario— Gen Al Services
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| Egress APl Management was always a
. problem to solve, but with GenAl
services the need multiplied.
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Al Backend

Application

Egress Gateway

Enforces request limits to prevent abuse or
overuse.

Cleans and formats input data before sending it
to the Al model.

Dynamically selects the best model based on
performance, cost, or latency.

Tracks APl usage, response times, and error
rates.

Al guardrails with request/response mediation

Prevent excessive API calls to paid services,
reducing unnecessary costs.
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HelpDesk Backend
Application

Egress Gateway

Route messages via the cheapest/fastest carrier
dynamically.

Prevent spamming users by throttling API
requests sent to them.

Ensure SMS to EU users go through GDPR-
compliant pathways.

If one carrier fails, Twilio reroutes through
another automatically.

Messaging Service
(eg: Twillio)




Other Scenarios

SaaS Integrations - Managing API calls
to services like Salesforce, Google
Workspace, or Stripe.

Financial Transactions - Ensuring
secure, resilient and rate-limited
requests to payment gateways.

Data Enrichment & Other External APls
- Fetching market data, weather
updates, or analytics from third-party
sources.




Gettiné Started: Actionable Steps
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;-"gMap external A %, How to

Get Started?

Centralize
credentials
securely.

¥ Setup monitoring % Add resilience

¥, andlogging. mechanisms.
Shiinzevsade {Reviewcompliance
\ for cost. % needs. ,
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Latest Trends Shaping Egress Management

Al/ML Driven Security: Anomaly detectionin APl traffic.

New Protocols (QRPC & GraphQL): These protocols require new egress
strategies for caching, observability, and rate limiting.
Developer-Centric Egress Management: Improved developer
experiences make managing egress APIs easier than ever.

Zero Trust Security Models: Strict Identity Verification: Implementing zero
trust principles where every egress requestis authenticated and
authorized, minimizing security risks associated with outbound traffic.
Data Residency and Compliance: Geo-Aware Egress Routing: Ensuring
that egress traffic complies with regional data residency laws and
regulations, such as GDPR, by routing data appropriately.



Egress APl managementis essential for Aland SaaS success.
It complementsingress fora holistic APl strategy.

Act now: Secure, optimize, and
innovate!



Upcoming APl Management Sessions
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Upcoming APl Management Sessions

o Conference Day 3 (Thursday, March 20th)

Advancing API
Governance for
Scalable Systems —

Vidura Gamini Abhaya

Federated API
Management for
Enterprise Agility —

Sanjeewa Malalgoda
Director of Engineering

WSQO2

Bijira: API PaaS for the
Cloud and Al-Native
Era —

Pubudu Gunatilaka

Customer Panel:
Journeys in Enterprise
Modernization Through
API Management —
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Question Time!




Thank you! | WSO02C2N2025




