WSO02CTN2025

Streamlining the
Developer’s Workflow

(a.k.a Developer Love)
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Ops and Security

@Coherency

@Compliance

@Management




@Deliver Apps!

«Stay Focused

@Autonomy
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“Cognitive Overload”
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(3)
Cre_ates repo
Populates Code Framework

A success story!

1. Platform used by 500 T
developers, coding in 4 6) B4
languages. l Done!

2. Deployment pipelines
includes security, quality and

o - (1)
governance tools I_b W W
_L._‘

3. Underlying infrastructure is

automatically configured with Fills a form

security/network policies, Opens Project and Creates Deployment
reviewed and enhanced gt starts coding Artifacts
periodically Business Info (7)) 4

& A4
Developers only need to @

focus on coding.



Ruleset Adherence Summary

Adopting API First Ruleset Status Violations

OWASP Top 10 0:A7 00
e Start from the API contract

WS02 REST API Design Guidelines 00 A7 @0
e Discover compliance and WS02 APl Management Guidelines 00 A8 O

security issues as early as
pOSSible Rows per page: 5« 1-3 0

o Mocks deployment

Policy Adherence Summary

- Policy Status Rulesets
e Automated Tests Generation
v WSO02 APl Management Best Practices Violated 0/3 Followed

€ OWASP Top 10
€ WSO2 REST API Design Guidelines

€ Ws02 APl Management Guidelines



Development

e Tools are integrated inside
developer’s IDE

e Increase productivity with
Al copilots.

e Enable reuse across the
enterprise

o Code/deploy/test is as
frictionless as possible

N X

»

> > > [obdemo
Juser/register ¢ Edit Flow Fault
?\ +
\. [f Else
A ) Email has -
y breaches I]]
® ®
> Sequence Variable
g RegisterUserInDE (X) errorMessage
)\ Property Variable
(°_) HTTP_SC (X) errorCode
Payload
-\ Property
Set Success (o—) HTTP.SC
Message
Payload
3 Respond Set error
message

¢

MI Copilot X w

Remaining Free Usage: 97% = Clear > Logout
Resets in: 19 days

> RegisterUserinDB —+ Add to Project

Explanation

1. SQL Statement: The SQL statement has been added
to perform an insert operation into a hypothetical
USERS table. You need to ensure that your database
schema matches this SQL query.

2. Parameter Expressions: The parameters for the SQL
statement now use the properties ( uri.var.email ,
uri.var.password , uri.var.fullname, uri.var.role ) that
are set by the ExtractPropertiesSequence . This
ensures that the values extracted from the JSON
payload are correctly passed to the database insert
operation.

3. Property Scope: The properties are accessed using
get-property('uri.var.property_name') , which is the
correct method to retrieve properties set in the
default scope.

This modification aligns the RegisterUserlnDB sequence
with the properties extracted by the
ExtractPropertiesSequence, allowing for dynamic data
handling based on the input JSON payload. Make sure to
invoke the ExtractPropertiesSequence before this sequence
in your flow to ensure the properties are set before the
database operation is attempted.

AN .o

# Can you help me add a new feature to the
UserRegistration API to send a confirmation email to the
user after successful registration?

Type a command



GitOps: Declarative | Inmutable | Automatic | Continuous

O

main

Source Repository

A

Commit

8

Developer

Build

A

Commlt

Test

Deploy

)

Check
Out

DD

Image
Push >> DRy >

CI/CD Pipeline

C 150

Promote >

Development
Environment

Enterprise Platform

C 90

Production
Environment

11



_ I' reading-list-service.yaml X (D

deploying-applications > build-from-source > reading-list-service > ! reading-list-service.yaml > ...

GitOpS in praCtice 45 ## Sample Build kind (Namespaced)

“Platform as an AP'” 46 aPiVersic?n: core.choreo.dev/vl
47 kind: Build

48 metadata:

49 name: reading-list-service-build-01
50 namespace: default-org

o Developer focuses on = N -

o : . . . 52 core.choreo.dev/display-name: Build for Reading List Service
descrlblng appllcatlon In Glt 53 core.choreo.dev/description: Build triggered for the Reading List Serv

54 labels:
55 core.choreo.dev/organization: default-org
56 core.choreo.dev/project: default-project

e UsesCLIto deploy 57 core.choreo.dev/component: reading-list-service
58 core.choreo.dev/deployment-track: reading-list-service-main
59 core.choreo.dev/name: reading-list-service-build-01
60 spec:
61 branch: main

e Code and dependencies are s path: /go-reading-list-rest-api

. 63 buildConfiguration:
deployed automatically. I buildpack:

65 name: Go
66 version: 1.Xx
67 -
68

69 ## Sample Deployment kind (Namespaced)

70 apiVersion: core.choreo.dev/vl

71 kind: Deployment

72 metadata:

73 name: reading-list-service-development-deployment-01
74 namespace: default-org



Debugging!

Where most time is spent!

Especially critical in distributed

architectures

Code explanation via Al

Easy access to logs

)

shedule-test

spec-populater-int

pev

icet

rceptor-service.

api-design-assista

interceptor-service)

marketplace-api

< Filter Logs

spec-pop

Observe

s (o] @]

Diff

Both static and runtime dependency

Only runtime dependency

----- Only static dependency

marketplace-chat-.

api-chat-test
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v

v

v

v

v

v

v

v

v

v
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v
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timestamp

level

loglLine

componentId

componentName

componentVersi
2025-03-07T17:25:10.02
2025-03-07T17:25:10.0z
2025-03-07T17:25:10.0z
2025-03-07T17:25:10.34
2025-03-07T17:25:10. 34
2025-03-07T17:25:10. 34
2025-03-07T17:25:11.61
2025-03-07T17:25:11.61
2025-03-07T17:25:11.72
2025-03-07T17:25:11.74
2025-03-07T17:25:11.74
2025-03-07T17:25:17.3C
2025-03-07T17:25:17 . 4C

2025-03-11T07:02:06. 28

V' Load latest logs



Build steps are like
traffic lights.

Select them
carefully and don’t
add too many.




Measure and Improve

W

Deployment Frequency

~ 3/week (37 total)

Deployment Frequency

Deployment Count

16

12

23 Dec, 24

184.6% T

6 Jan, 25

20 Jan, 25

O

3 Feb, 25

Lead Time for Change

11 days 17 hours

17 Feb, 25

3 Mar, 25

17 Mar, 25
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Thank you! * WS02C2N2025




