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I help develop tools that enable integration developers to build 
amazing things!
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Matchboxes
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Matchboxes
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I help integration developers build amazing things by building 
beautifully designed, simple and easy to use tools.
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- Augmenting Integration with Autonomous Agents (20 mins)
- Intelligence
- Agents
- Integration

Agenda
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AI’s biggest challenge isn’t intelligence — it’s integration.
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Intelligence
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AI began with matchboxes.



General Purpose Language Model
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General Purpose Language Model
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General Purpose Language Model
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Source: https://www.youtube.com/watch?v=_6R7Ym6Vy_I



They are just an API call away…
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Agents
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Unlocks the door to a new world
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Agent Building Blocks
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Agent behaviour
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Intelligence      Data      Integration
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AI’s biggest challenge isn’t intelligence — it’s integration.
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Integration
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Learn to unlearn and relearn
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Example



Online Retail Shop
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Online Retail Shop
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WSO2 Integrator: BI
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WSO2 Integrator: BI
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Great, so where is the challenge…
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AI’s biggest challenge isn’t intelligence — it’s integration.
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Online Retail Shop
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MCP



Online Retail Shop
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BI MCP Support
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Governance



Online retail shop

34



WSO2 AI Gateway
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Guardrail Sample Use Case

Semantic Prompt Guard Stops prompts like “Write my homework” in a student assistant app.

Regex based PII Masking Masks credit card numbers in user prompts for a payment chatbot.

Word Count and Sentence Count Limits AI replies to 50 words in a quick-answer mobile app

JSON Schema Validation Validates API responses for correct format in an e-commerce platform

Regex Validation Verifies user-entered email addresses in a registration form

URL Validation Ensures links in AI responses resolve via DNS for a news aggregator app.

Content Length Caps user inputs at 500 characters in a chat AI to prevent spam

Grounded AI Hallucination Prevents AI from making up facts in product descriptions.

Content Safety Filters hate speech in comments generated by an AI writing assistant.

PII Detection and Masking Detects and hides phone numbers in support chatbot inputs.

Jailbreak detection Stops prompts like “Ignore all rules” in customer service bots.



Agent Identity



Online retail shop
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Asgardeo Agent Identity
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● Verify Identity 
⦿ Every AI agent must authenticate and maintain identity
⦿ Continuous validation of agent legitimacy

● Just in time / Just enough access: 
⦿ Agents receive minimum permissions for their specific tasks
⦿ Dynamic permission adjustment based on context

● Assume Breach
⦿ Design systems expecting agent compromise
⦿ Limit blast radius of potential security incidents

● Continuous Monitoring
⦿ Real-time audit of agent actions and decisions
⦿ Behavioral analysis for anomaly detection



Deployment



Devant
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Devant
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Devant
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Evaluations (WIP)



Right set of tools with wrong set of integrations…

45



Autonomy



Coldplay moment
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- Agentic Misalignment 

https://www.anthropic.com/research/agentic-misalignment


Popular Agents
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Simpler Agents
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Key Takeaways
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AI’s biggest challenge isn’t intelligence — it’s integration.
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Question Time!
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Thank you!


