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| help develop tools that enable integration developers to build
amazing things!
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| help integration developers build amazing things by building
beautifully designed, simple and easy to use tools.



Agenda

Augmenting Integration with Autonomous Agents (20 mins)
- Intelligence
- Agents
- Integration



Al’s biggest challenge isn’tintelligence — it’s integration.



Intelligence



Al began with matchboxes.




General Purpose Language Model
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General Purpose Language Model

INContext Learning

Frozen core



General Purpose Language Model
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Source: https://www.youtube.com/watch?v=_6R7YméVy_I



They are just an APl call away...



Agents



Unlocks the door to a new world




Agent Building Blocks

p
@ Al Agent
stringResult

Order Management Assistant

You are a pizza order management
assistant, designed to guide cashiers
through each step of the order
management process, asking relevant
questions to ensure orders are handled
accurately and efficiently.

getPizzas

createOrder

getOrders

getOrder

updateOrder




Agent behaviour
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Intelligence —Data—Integration



Al’s biggest challenge isn’tintelligence — it’s integration.



Integration



Learn tounlearn andrelearn
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T Product include:** 1. **Answering Questions About r createNewProduct
roduc Products:** * Provide information about
T ProductCreate sizes, colors, materials, availability, and
T ProductUpdate style recommendations. * Help customers = === f | getProductDetails
T size understand size charts and fit guides. 2
**Order and Delivery Inquiries:** * Assist
v f Functions e k
p orod w';lh order m::m:g, diwvev\;umi\mdcst, ----+ f ) updateProductDetails
createNewProduct shipping methods, and costs. * Update
£ getProductDetails customers on order status or delays. 3.
o **Returns and Exchanges:** * Explain return o f
F initializeMockData and exchange policies. * Guide customers removeProduct
listAllClothingProducts through the return/exchange process. 4.
istAl ingl hrough th /exchange p
- lution:** * Handle complaints or
£ removeProduct lzsue Resol P 3
’ issues related to damaged, incorrect, or e f updateQuantity
£ updateProductDetails missing items. * Escalate issues to
F updateQuantity supervisor if needed. 5. **Store and [©)
v 8 Data Mappers =
o
[® configurations
@ v @ Local Connectors i
Return .
{%} = {message: stringResult} N

- ®@2M17 & Ballerina 2201.12.7 (Swan Lake Update 12) 0




WSO2 Integrator: Bl

& Al Agent Services - fin...
v @ HTTP Service - Jv1
@ products/[string pro...
products
products
products/[string pro...
products/[string pro...
@ products/[string pro...
Vv 6 Listeners
€2 inventory_agentListener

M & ¥ v oD ®

\ @ Connections
@ _inventory_agentModel
@ inventoryClient
~ T Types
Category o
Cur Category Iy
ErrorResponse
InventoryBySize

1
T
T
T
T InventoryUpdate
e
&
T
i

Product
ProductCreate
ProductUpdate
Size
v~ § Functions
F createNewProduct
£ getProductDetails
£ initializeMockData
£ listAllClothingProducts
£ removeProduct
£ updateProductDetails
£ updateQuantity
v % Data Mappers
@ Configurations
» @ Local Connectors

®
% -

® 0 /A 19 g Ballerina Debug (inventory_backend)

« AlChatAgent cp (@nttp:Payload

ai:ChatRegMessage..
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Customer Support Representative

You are a helpful, friendly, and
knowledgeable customer support agent for
a clothing store. Your primary responsibility
is to respond to customer queries promptly
and accurately, ensuring a positive
shopping experience. **Your responsibilities
include:** 1. “*Answering Questions About
Products:** * Provide information about
sizes, colors, materials, availability, and
style recommendations. * Help customers =
understand size charts and fit guides. 2.
**Order and Delivery Inquiries:** * Assist
with order tracking, delivery timelines,
shipping methods, and costs. * Update
customers on order status or delays. 3
**Returns and Exchanges:** * Explain return
and exchange policies. * Guide customers
through the return/exchange process. 4.
**Issue Resolution:** * Handle complaints or
issues related to damaged, incorrect, or
missing items. * Escalate issues to a
supervisor if needed. 5. **Store and ®
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Hello! How can | assist you today?

I would like to know the available products

Could you please specify the category of clothing you're
interested in, along with any preferred material or size? This
will help me provide you with the most relevant options.

can you list down the catetories

Sure! Here are some common clothing categorie:

Tops (e.g., t-shirts, blouses, sweaters)

Bottoms (e.g., jeans, skirts, shorts)

Dresses (e.g., casual, formal, maxi)

Outerwear (e.g., jackets, coats, hoodies)

Activewear (e.g., leggings, sports bras, workout tops)
L (e.g., pajamas, comfy tops)
Accessories (e.g., hats, scarves, belts)

Footwear (e.g., sneakers, boots, sandals)

O N Do B N

Let me know which category you're interested in, and if you
have a specific material or size preference!

Tops
Great choice! Do you have any specific preferences for
material (like cotton, polyester, etc.) or size? This will help me
narrow down the available options for tops.
cotton
Could you please specify your preferred size for the cotton
tops? This will help me provide you with the most accurate
options!
Medium

& Ballerina 2201.12.7 (Swan Lake Update 12)
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Great, so whereis the challenge...
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Al’s biggest challenge isn’tintelligence — it’s integration.
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BIMCP Support
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Weather Al Assistant
You are Nova, a smart Al assistant

dedica providing accurate and timely

weather information. Your primary

mcpServer

re onsibili nclude: - Current We
ide detailed and user-friendly curre
(J Return .

{message: stringResult}

r
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< Add MCP Server X

Server Url*
MCP server URL

"http://localhost:3000/stream" P

Info*
Client information such as name and version

name: "Weather MCP Server",
version: "1.0"

Tools To Include
Select the tools to include in the MCP server.

Selected 4

Available Tools Deselect All

get-current-weather
Get current weather conditions for a location

get-weather-forecast
Get weather forecast for up to 5 days

get-hourly-forecast
Get hourly weather forecast for up to 48 hours

get-daily-forecast
Get daily weather forecast for up to 8 days

get-minutely-forecast

Optional Configurations v Expand

¢ & @ Golive Ballerina2201.12.7 (Swan Lake Update 12)
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Guardrail Sample Use Case

Semantic Prompt Guard Stops prompts like “Write my homework” in a student assistant app.

Regex based Pll Masking Masks credit card numbersin user prompts for a payment chatbot.

Word Count and Sentence Count | Limits Alrepliesto 50 words in a quick-answer mobile app

JSON Schema Validation Validates APIresponses for correct format in an e-commerce platform
Regex Validation Verifies user-entered email addresses in aregistration form

URL Validation Ensureslinksin Alresponses resolve via DNS for a news aggregator app.
Content Length Capsuserinputs at 500 charactersin achat Al to prevent spam
Grounded Al Hallucination Prevents Al from making up facts in product descriptions.

Content Safety Filters hate speechin comments generated by an Al writing assistant.
Pll Detection and Masking Detects and hides phone numbers in support chatbotinputs.

Jailbreak detection Stops prompts like “Ignore all rules” in customer service bots.




Agent Identity



Online retail shop

Agent based
iv\tegra‘tion

Agen‘t IAM

Inventory
System as
MCP

Inventory
System

38



Asgardeo Agent Identity

o \Verify ldentity
(® EveryAlagent must authenticate and maintainidentity
(® Continuous validation of agent legitimacy
e Justintime /Justenoughaccess:
(® Agentsreceive minimum permissions for their specific tasks
(® Dynamic permission adjustment based on context
e AssumeBreach
(® Designsystems expecting agent compromise
(® Limit blastradius of potential security incidents
o Continuous Monitoring

(® Real-time audit of agent actions and decisions
(® Behavioral analysis foranomaly detection
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Deployment



Devant

(i3 N =)
[ I o S P © SR RN

&« > £ project
= WS02 INTEGRATOR: BI + 55 £ WS02 Integrator: Bl X
v [ project . . _ )
@ S i Faine — (R / Artifacts | Al Chat Agent Wizard | Diagram / Diagram Configure Memory

v @) Listeners
@ & inventory_agentListener
v @ Connections

& Al Chat Agent chat (ehttp:Payload ai:ChatReqMessage request) o ai:ChatRespMessage|error Select Memory Manager*
Available Memory Managers
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Devant

t@ eVant Organization Project
50,

shafreenanfar v hr-chatbot

(§,§ Developer (Default) Upgrad

8% Overview Deployment Track @ §° main APIviO v/

4 Develop
@ bi-hr-agent s

Al Agent

£9 Deploy + Add Description [ () Developer Portal }
& Test g hdlobels @ Configure Security °
es
Source: O https://github.com/shafreenAnfar/bi-hr-agent/tree/mai... [ Configure Policies °
ol Insights = s —
Latest Commit: O 840cb54 Resolve formatting issues (0 4 months ago by DevAakif -= @ Lifecycle Status |@

Build Status: Build completed ‘
63 Observability ° & Compliance Summary

No Policies Applied.

Development -O- 840cb54 Resolve forma... @ Active t4 Configure A Test [Z View Logs (&

Base URL:  https://d1e273de-8e44-4809-91a6-5f67c76aff34-dev.el-us-east-azure.choreoapis.dev/hrchatbot/bi-hr-agent/v1.0

You: Hi

Assistant: Hello! How can | assist you today?

Type your message here
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Upload Files
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Evaluations (WIP)



Right set of tools with wrong set of integrations...
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Autonomy



Coldplay moment

- Agentic Misalignment
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https://www.anthropic.com/research/agentic-misalignment
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Simpler Agents
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Key Takeaways



Al’s biggest challenge isn’tintelligence — it’s integration.

System 1 System 2

System 4
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Question Time!
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