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Considerations When Building
Customer |IAM Journeys

Context matters: Industry, product,
demographics, and regulatory requirements
e Streamline the journey: Reduced steps and
omni-channel consistency
e Adjustbyrisk: High trust vs. low trust
scenarios
e Beagile: Rapidly test and adapt identity flows
e Maintain visibility: Measure success with
insights at critical points
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Key IAM Touchpoints of your Customers

oo

Registration Recovery

Where your customer The everyday interaction A critical rescue moment
journey begins. Make it - where usability and - fast, safe access when
simple and welcoming security collide it matters most




Create Account

PERSONAL INFO (REQUIRED!)

First Name * Last Name *
First Last
Email *

email@domain.com

Phone *

+1(555) 123-4567

PERSONAL DETAILS
Date of Birth *
yyyy-mm-dd [m]

Gender

Select

Occupation

Job title

LEGAL AGREEMENTS

(O Terms of Service (Required)
(O Privacy Policy (Required)
(O Accept cookies (Required)

]

ADDRESS DETAILS
Street Address *

123 Main Street

City * zp*
City 12345

Country *

Select

SECURITY SETUP

Password *

16+ chars required

Confirm Password *

Retype password

Security Question *

Choose

(O Marketing emails (Required)
(O SMS marketing (Required)
(O Phone calls (Required)




Minimal Data Collection

Collect only essential info at signup
Use progressive profiling
o Onlaterlogins or privileged

actions

Capture explicit consent

L 3
< Logiy

Registration

Create Account

Get started in seconds

Confirm Password

Confirm your password

First Name

Enter your first name

Last Name

() 1agree to the Terms of Service and Privacy Policy

[C) 1 would like to receive marketing emails and updates
about new features (optional)

Already have an account? Sign In

GE



Leverage Existing Accounts

e Enable social signup
o Google OneTap, Signinwith
Apple
e Choose providers based onaudience
& region
o Userbase - Github fordevs
o Region-WeChat, VK, GovIDs

Create Account

Get started in seconds

Username

& Choose a unique username

Password
Create a strong password @

OR

G sign Up With Google

@ Sign Up With Facebook

£ Sign Up With Passkeys

Already have an account? Sign In

By creating an account, you agree to our Terms of Service and Privacy Policy

B 5 8-

Registration

Medium

Human
stories & ideas

A place to read, write, and deepen your understanding

Start reading
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Registration

i A
Credentials Beyond Passwords

e Offerpasswordless options ﬁ
o Passkeys, magic links, SMS OTP

e Reducereliance ontraditional
passwords

oic SAML Identity-Verification
Password
[ svs ore (& push ototion 7 emaiore
Predefined Predefined Predefined
Forgot password?

Two-foctor authentication using SMS one-time Two-factor authentication via mobile push Two-factor authentication using one-time
passcode. notifications, passcode sent via email.

Posswordess  WMFA #APiAuh Posswordess  WMFA #APlAth Possordess  WMFA #APlAth

Setup > Setup > Setup >

< Create new account J

=3 . 2

@ Magic Link L Passkey

OQ Meta
Predefined Predefined \ j
Email users a magic link to log in passwordless Login users with passkey, FIDO security key or
biometrics.
i Ll #Posswordless #Passkey #APIAUth

Setup > Setup > Source: fb.com



https://about.fb.com/news/2025/06/introducing-passkeys-facebook-easier-sign-in/

B & Bs

Registration

Automated Abuse & Fraud Prevention

e Useinvisible/passive captcha

o reCAPTCHA, hCaptcha, Turnstile e protected by reCAPTCHA
e Integrate Bot & Fraud detection Privacy - Terms

systems
o IP &Device fingerprinting SR s
o RateLimiting & Throttling Bivacy - Terms

« lamhuman @

hCaptcha

Privacy - Terms
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Welcome

You entered Joe Smith's
password, maybe your email is
joe.smith@gmail.com?

3 bobzimor@gmail.com

&) e

Forgot password?
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Login

Multiple MFA Options

Additional Authentication

e Allow multiple MFA methods e sflonalihrilontonsfsstorrwenivoriora s wialovsrefwesrbricvsmrosst
e Provide backup codes forfallback & "

You can use 0 passkey , FIDOsecuritykey OF biometrics in your device to sign in to your account.
© You don't have any passkeys enrolled yet.

B TOTP Authenticator i
| You can use the authenticator app to get verification codes for two-factor authentication.
[Fl Push Authenticator +
Q You can use the push authenticator app to get login prompts as push notifications for two-factor
authentication.

Recovery Options

Backup Codes

Use backup codes to access your account in the event you cannot receive multi-factor authentication +
codes. You can regenerate new codes if required.
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Login

Ada pt ive MFA ASGARDEQ

OTP Verification

Enter the code sent to your mobile phone

e Usecontext-aware MFA e
e Step-up only when needed . |
s . ASGARDFWg !
o Suspiciouslogin - No
H H H ‘gnn | 00:49
o Highimpactactions

£ omindu@wso2.com

Continue

Known

i ?
PR = Device ?

Remember me on this computer

vos

Don't have an account? Register

Hello, Omindu!
Welcome back



Progressive Credential
Enroliment

e Promote strongerlogin options

o Phishingresistant methods

e Consider credential availability
forbetter UX

BEg B
2 § 2

Login
ASGARDEO*
W@,
Sign In ASGARDEO"
WS®,
Username
£ omindu@wso2.com Enroll Passkey
Password 000 g = Enroll passkeys for seamless login
- — ®

Enroll
Remember me on this computer
Sign In Remind me later

Don't have an account? Register



Account Linking

Promptusers to link similar accounts
Verify credentials before linking

B &§ 8

Login

ASGARDEg*

We found an Asgardeo
account with this email!

Looks like you are signing in with GitHub for
the first time!

You already have a Asgardeo account signed
up via different option that uses this email
address omindu@wso2.com.

Click Next to link the Asgardeo account to
your GitHub account.

Back to Sign In



Passive Authentication

e Usebehavioral signals
o Typing patterns, touch gestures
e No extrastepsforusers
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Your Password Recovery
Request

o ACME Support
Hi Clark

Hi Clark,

We have received a password recovery request
for your ACME account. Here are your account
details:

Username: clark kent
Password: Please_Hash_Passwords

Please keep this information in a safe place. For
your security, do not share this password with
anyone.

If you did not request this information, please
contact our support team immediately at
support@acme.com.

Thank you,

Support Team




Recovery Without Knowledge Factors

e Avoidchallenge questions asasole

factor

e Use OTPs, push notifications, backup
codes

e Forhighrisk case - use advance identity
verification

o Documentbased
o Facial biometrics

B 6

Recovery

Challenge Questions

What is the name of your first pet?

What is your mother's maiden name?
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Recovery

Credential & Profile Recovery
WS@, IDENTITY SERVER

e Supportresetting other credentials
o Re-enroll passkeys, TOTP Recover Username
® Su pport for userna me recovery Enter below details to recover your username.

Name

Email or mobile *

Next

Cancel

© 2024 WSO2 LLC.
Privacy Policy



Measuring Success of your CIAM Journeys

Sign-up Password Help desk ARG

Calls Sign up/Signin

Abandonment Resets Time







Identity at the Heart of Personalization

Personalization starts with the question “Who s
the user ?”

(® Know the customerregardless of the product or service
|dentity as a foundation for delivering contextual,

adaptive, and secure experiences

(® Move beyondjust managing access to truly
understanding the individual




Our Vision for Intelligent
Personalization

Root Organization
©; IDENTITY SERVER Console @ ner v

Welcome, John Doe!

» Unify customeridentity and data

Manage anonymous profiles
Link anonymous and permanent
e - - o I e % y "o
Empower developers to build
personalized experiences

Privacy centric data capturing and
sharing

Enrich profiles throughintegrations

Onboard and manage apps Manage users Enhance app login

users
Application
Customize user flows
View all applications [\ —)

@ ®O 0 0




Final Thoughts

CIAM = Security + UX + Personalization

Design the journeys that suits your business and
customer

Make it secure, make it seamless, make it forgettable
Visibility is key

Look out for new trends

Rely on a CIAM product for user journeys




Thank you!
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Learn more about |IAM

Next Up Johann Nallathamby

Director - Solutions Architecture

Stop by the O2 Bar!.

WSO2 - IAM
Today at 2.30pm
3.00pm Break
()~ emojot
|
\/ ‘
After Break :
Janak Amarasena Ayesha Dissanayaka
Technical Lead Associate Director & Architect Customer Panel
WSO02 - IAM WSO2 - IAM How Enterprises Are Modernizing
Today at 3.30pm Today at 4.00pm with 1AM



