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B2B IAM

B2B IAM refers to a collection of 
capabilities that helps you transform 
how you secure and streamline users’ 
access to your B2B applications 
effectively and efficiently from 
third-party institutions such as 
enterprise customers  partners such as 
suppliers, dealers, distributors, 
resellers, vendors, contractors, etc.
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Approval 
Workflows

Access 
Certifications

Role-based access 
control

Auditing, SoD

HR and ERP 
Integrations

Account 
Provisioning

SSO

Directory 
services

Password 
management

MFA and 
adaptive access

Lifecycle 
management

Access 
requests

Profile management

API Access Control Identity Proofing

BYOI integration

User 
self-registration

Consent, preference 
and privacy 

management

Progressive 
profiling

ATO protection

Marketing, CRM, CSM, 
DMP and payment 

integrations

Policy-based 
access control

Analytics and 
reporting

B2E B2C
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What are the challenges we can see?

1 Onboarding

2 Reducing friction in access

3 Supporting diverse GTM modelsAppointing designated custodians

4 Governance and oversight

5 Reducing operational costs

6 Increasing developer productivity



What’s the solution?
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Looks at the solution in terms of 
characteristics

Do not focus on jargons!
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Identity Semantics
Organizations have identity 
semantics such as attributes. 

Name
Legal name
Registration number
Address

|
| – Street Address
| – Town
| – State/Province
| – Postal Code
| – Country

Domain
Email
Subscription
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Functional vs. Structural
Organizations have a structural 
relationship with the entities they 
contain such as users, groups, 
applications, connections, policies, etc.
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Hierarchical organization management
Built-in tenancy for logical compartmentalization 
of each enterprise customer and/or partner for 
customization and governance. 

Customer a Customer b Customer d

Customer d - NA Customer d - EU

Reseller x Reseller y

Customer e Customer f Customer g Customer h
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Centralized Governance - 
Decentralized 
Enablement
Govern access to your 
applications and API portfolio by 
organizations.
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Delegated user lifecycle 
management
Onboard and manage their own 
sub-tenants and users.

Platform Admin

DigiOps

create employee 
account

Employees

Customer Care

user  mgt 
privileges
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Platform Admin

Team lead

Employees Customer Care

Admin privileges

assign role

DigiOps

entitlements 
mgt privileges

Delegated entitlements 
management
Manage their own users’ 
entitlements through roles for 
applications and APIs.
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Mandatory access delegation
Designate users to act on behalf of 
customers through mandatory access 
delegations.

Delegated 
access

Mandatory 
delegation
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Discretionary access 
delegation
Invite users to act on behalf of 
customers.

Invite

Delegated 
access
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EmployeeCustomer 
Admin

Enterprise SSOUN/PW Passwordless

Customized log-in, registration 
and security policies
Variety of authentication options for 
SSO, social logins, and MFA, while 
governing the “level of assurance” for 
each application. Also able to customize 
account, password and SSO policies.

EmployeeCustomer 
Admin

EmployeeCustomer 
Admin

LoA = 2
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Branding
Shape the desired 
appearance at every 
consumer touchpoint, 
including log-in, 
registration, account 
recovery, emails, and 
URLs, with zero 
development effort
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Audits and Insights
Keep a bird’s eye view of all accesses 
through audits and insights across all 
your applications and customers from 
a single place
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B2B collaboration
Collaborate with just the right 
levels of access

Collaboration

Invite
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B2B Ecosystems
Build ecosystems where providers 
and consumers can digitally 
collaborate 

Consume

Provider

Consumer

B2B
Ecosystem

Consumer

Resources

Provide
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B2B2C
Allow B2B2C users to SSO 
across sub-organization 
profiles. Profile ProfileProfile

Customer



Beyond B2B IAM..
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<<Tenant>> <<Tenant>> <<Tenant>>

Groups

Users

Connections

Roles Policies

Apps

Groups

Users

Connections

Roles Policies

Apps

Groups

Users

Connections

Roles Policies

Apps

Identity-as-a-Service (IDaaS)

Organization
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Engineering Pre-salesCustomer 
Success

Central IT 
Admin

Pre-sales 
Admin

Engineering 
Admin

Customer 
Success 

Admin

WSO2

Divisions
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House of Brands with Siloed Customer Experiences

Nissan Motor Co. Ltd.

MyNissan Consumers MyInfiniti Consumers

Nissan Motor Admins

Nissan Motor Developers
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Sub-brands with Microsite Architecture

MyDisney 
Consumer

Hulu Developers

Star Wars Developers Star Wars Developers

Marvel Developers

Walt Disney Admins
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Co-branding

Lounge Key

Lounge Key Consumers

Lounge Key Developers

Lounge Key Admins



Question Time!
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