20™ ANNIVERSARY EDITION

WSO02C2N ASIA

—_— 4\& PLATEORMLESS MODERNIZATION -

Organizational Idéntity |
for B2B IAM and Beyon

Johann Dilantha Nallathamby -
Head of Solutions Architecture - 1AM °
WSO2




[ebay QO Meta Uber NETFLIX & spotify BZC]

[BZB atslack ORACLE HubSpdHt EE Microsoft ]




B2B IAM

B2B IAM refers to a collection of
capabilities that helps you transform
how you secure and streamline users’
access to your B2B applications
effectively and efficiently from
third-party institutions such as
enterprise customers partners such as
suppliers, dealers, distributors,
resellers, vendors, contractors, etc.
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What are the challenges we can see?

° Onboarding ° Governance and oversight

0 Reducing friction in access o Reducing operational costs

e Appointing designated custodians ° Increasing developer productivity



What’s the solution s
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Sub-organizations
&

Domains
Organizations

Sub-tenants

Tenants
Groups

Realms



Do not focus on jargons!"

Looks at the solution in terms of
characteristics



Identity Semantics

Organizations have identity
semantics such as attributes.
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Name

Legal name
Registration number
Address

| - Street Address
| - Town
| - State/Province
| - Postal Code
| - Country
Domain
Email

Subscription



Functional vs. Structural
Organizations have a structural
relationship with the entities they
contain such as users, groups,

applications, connections, policies, etc.
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Enablement
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Delegated user lifecycle 85 user mgt |
E ] E privileges |

management :
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Delegated entitlements
management

Manage theirown users’
entitlements through roles for
applications and APIs.

un Admin privileges
entitlements

©, mgt privileges
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DigiOps Teamlead
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Mandatory access delegation

Designate users to act on behalf of
customers through mandatory access
delegations.
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Customized log-in, registration

and security policies SEE 2o oo
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Variety of authentication options for A~
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Customer  Employee Customer  Employee Customer  Employee
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General Design Advanced

Layout ([EEX

Branding

Centered Right Aligned Left Aligned ® Leftimage

Shape the desired

appearance at every

consumer touchpoint,

including log-in, Gh ik —
registration, account

Branding

Customize consumer-facing user interfaces of applications in your organization.

General  Design  Advanced  Text Preview Screen  Login

Theme

recovery, emails, and SRR [ [ esra——
URLs, with zero - e et A e el

m Contact Email

development effort

Save & Publish



Audits and Insights

Keep abird’s eye view of all accesses
through audits and insights across all
your applications and customers from
asingle place

| Orgorization
ASGARDEO" Console e
@ Home Logs

Query your logs to troubleshoot issues and monitor resource activities.

Insights cera

Applications Diagnostic  Au

8
*€ Connections
®

API Resources D
User Management ¥ d fc7ee990-be51-4308-b92d-51855c067d58 *  Clear all filters
B Attribute Management v
B Organizational Settings
~ 19 Sep, 2023 | 154:40 fc7ee99a-beS1-4308-b92d-518550067d58
€ Customization
recordedAt: 19 Sep, 2023 | 11:54:40
2, sub Organizations i ) celd: 20230919T062440Z-nkuunbawsOt3el.. To  ©
initiat fcTee99a-bes1-4308-592d-51855c067d58 T
@ Monitoring -

USER T-

tion! CREATE APPLICATION T.

f6cOffd6-4700-4980-bfb6-932e50f93e33 T.

etTyr APPLICATION T.

e

» 19 Sep, 2023 | 11:54:40 fcTee990-be51-4308-b920-51855c067d58

ASGARDEO" Console

@ Home

H nsights @

88 Appicotions.

& Connsctions

K APiRosouces -

@ User Manogement
% Astrbute Maogament
[l Organizationsl Setings
@ Customization

& Sub Organizations

@ Monitoring

Logs

Query your logs to troubleshoot issues and monitor resource activities.

Diagnostic  Au

» 19 Sep, 2023 | 11544

» 19 Sep, 2023 | 1154 4

orgasgardecusezs

Insights

Understand user behavior batter with usage statistics.
Regisuation

‘Showing rests from Jan 25, 2026 to Jan 29,2026

Active Users ©

341

Totol Logins @

731

\ 7 A,’ o

fc7ee99a-beS1-4308-b92d-51855¢0e7d58.

fcTee99a-be51-4308-b92d-51855¢067d58.

&) Documentation @) GetHelp sgordeo-maiosour odminusi@msc2om

Durations Last 7 oys +

Last fetched at 165038

Falled Logins

Last fotched logs at 126828

CREATE APPLICATION

(CREATE SAML APPLICATION
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B2B collaboration

Invite

Collaborate with just the right
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B2B Ecosystems
Build ecosystems where providers
and consumers can digitally

collaborate
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Customer

B2B2C
Allow B2B2C users to SSO

across sub-organization

profiles.
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Beyond B2B |IAM..



Identity-as-a-Service (IDaaS)
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Divisions

WSO2
EML '
G Suite
S i S
oo o8
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| Customer Engineering

Customer Success Engineering Admin

Success Admin

servicenow. @ Figma

Central IT
Admin

7N
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ss Q@
l Pre-sales

Pre-sales Admin

I. Lucidchart
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NISSAN

.

Vehicles  Shop

MyNISSAN

ACCOUNT LOGIN

Electric Owners Dealers

MyNISSAN is your vehicle's online home. Login to access model-specific information designed to make your journey an even greater joy.

Want to create a MyNISSAN account? Click here to register.

Email (NISSAN ID)

Password

CONTINUE >

Forgot Password

@ INFINITI Vehicles ~  Shop ~  Retailers  Experience INFINITI ~  Own

MyINFINITI

ACCOUNT LOGIN

MyINFINITI is your vehicle's online home. Manage your INFINITI, wherever you may be, by logging in to access model-specific information and services.

Need to create a MyINFINITI account? Click here to register.

Email (INFINITI D)

Password

> FORGOT PASSWORD
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House of Brands with Siloed Customer Experiences

—_—————— e —

Nissan Motor Co. Ltd.

Nissan Motor Admins

INFINITIL

Lo >
A4

MyINFINITI

MyNISSAN
ACCOUNT LOGIN ‘—8 8 8_’ ACCOUNT LOGIN
<[> <[> <[>
Nissan Motor Developers

28 & 388

MyNissan Consumers MyInfiniti Consumers
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—_—— e e~
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Sub-brands with Microsite Architecture
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Customer Login Customer Login

Username  Forgot? Username  Forgot?

| |

A\ This field is REQUIRED - please enter some text A\ This field is REQUIRED - please enter some text

Password  Forgot? Password  Forgot?

| |

A\ This field is REQUIRED - please enter some text A\ This field is REQUIRED - please enter some text

Don't have an account? Create one here Don't have an account? Create one here

/ LOlirElng brought toyou by \/DFCC BANK / Loux%%? brought to you by H N B | credit cards

Keep Growing
YOUR PARTNER IN PROGRESS



Co-branding

’
( Lounge Key CHEOENS,

| eYeNe
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|
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I (S AR e KEY, foxcomte

| Lounge Key Developers
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|\ Lounge Key Consumers

N
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Question Time!
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