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When AI Agents Operate Without Proper IAM? 
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Unauthorized 
Data Access

Privilege 
Escalation

Untracked 
Actions

Impersonation 
Attacks

Compliance 
Violations



The Agent Identity Challenge
Who Are You, and What Can You Do?
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Adapting Existing IAM Solutions

Service Accounts
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API Keys and Tokens

Application Credentials

Delegated authorization frameworks



Where Existing IAM Falls Short

The Problem

“AI assistant needs email 
and calendar access to 

schedule meetings.”

9

The Solution Pattern
OAuth 2.0 Authorization Code Flow

What Does it Lack

Audit Nightmare: Agent and user actions are identical in logs, making it impossible 
to tell who did what.

Why It Works
✔ Standard for delegated 

authorization
✔ The user is in control
✔ Can revoke any time
✔ Never shares passwords



Key Security Considerations for AI Agents
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● Who is this agent?
● What is the AI model?
● What are its capabilities 

and limitations?

● What systems/tools can it 
access?

● What data can it 
read/write/delete?

● When can it act 
autonomously vs. requiring 
human approval?

● Who is responsible for 
agent actions?

● How do we audit agent 
behavior?

● How do we ensure 
compliance?

Identity Questions Access Control Accountability
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Introducing Identity for AI Agents
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Register agents with 
unique identities

Issue credentials for 
secure authentication

Audit all agent actions 
for compliance

Apply Access Controls 
for Authorization

Core Platform 
Capabilities



Hotel Booking Assistant
🏨 Hotel Discovery

📅  Availability Check 

✅  Hotel Booking 

        Concierge Assigning

              and More
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Agentic AI System for Gardeo Leisure Platform



Register and Manage Agents in Asgardeo
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Register and Manage Agents in Asgardeo
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Access Levels - RBAC for Agents in Asgardeo
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Runtime - Access controls in action
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Implementation - Extensions on Proven Standards
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For Agent Provisioning For Authentication 
& Authorization

● Issue Tokens for agents 

● Secure on-behalf-of tokens

● Delegation aware JWT

● Agent as Identity Resource

● Attribute Declarations

● Lifecycle Management



Directions in IAM Industry and Standards
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WSO2 is proposing:

AIIM - CG



Transformative Benefits

Security
Zero Standing Privileges    

Complete Audit Trail

Risk Mitigation
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Business
User Trust 

Operational Efficiency

Innovation Enablement



Question Time!
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Thank you!


