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When Al Agents Operate Without Proper |IAM?
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Unauthorized Privilege Untracked Impersonation Compliance
Data Access Escalation Actions Attacks Violations



The Agent Identity Challenge



Adapting Existing IAM Solutions
C.: Service Accounts

APl Keys and Tokens

@ Application Credentials

Delegated authorization frameworks



Where Existing IAM Falls Short

The Problem The Solution Pattern
OAuth 2.0 Authorization Code Flow

“Al assistant needs email
and calendar accessto
schedule meetings.”

What Does it Lack

Why It Works

v Standardfor delegated
authorization

v Theuserisincontrol

v Canrevoke any time

v Nevershares passwords

Audit Nightmare: Agent and user actions are identical in logs, making it impossible

to tellwho did what.



Key Security Considerations for Al Agents

What systems/tools canit Who is responsible for

o . 7 7 o
Who is this agent? access: agent actions?

0 2 1
Whatis the Al mOdelL Whatdatacanit ) How do we audit agent

' iliti [ ! i
Wha'f are |tls capabilities read/wrlte./delete behavior?
and limitations? When canit act
How do we ensure

autonomously vs. requiring

compliance?
human approval?
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Register agents with
unique identities

Audit allagent actions
forcompliance

~ Core Platform
< o)
- Capabilities

Issue credentials for
secure authentication

Apply Access Controls
for Authorization




it Hotel Discovery

i Availability Check
¥ Hotel Booking

P Concierge Assigning

and More



Agentic Al System for Gardeo Leisure Platform
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Register and Manage Agentsin Asgardeo

Root Organization
§) myagents v

¢ Insights Manage Al agent identities, permissions, and access controls for your organization's automated
systems.

ASGARDEO" Console F Documentation () Get Help ayesha@wso2.com Vv

% Applications

¥ Connections

Gardeo Guest Assistant Agent
Resources - 3556c8fe-3989-429a-8bal-3eb6cf58a7ea

Branding v G Gardeo Staff Management Agent
ef7c14c9-23b9-49a4-8008-7a734daeec7d

User Management
Items per page 10 v
I & Agents Preview

% User Attributes & Stores

B Organizations



Register and Manage Agentsin Asgardeo
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Home

Insights

Applications
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Resources

Branding

User Management
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User Attributes & Stores

Organizations

Flows

3 Login & Registration

Notification Channels

Actions

Webhooks

Events

Logs

Proview

Proview

Root Organization
®) myagents v

€ Go back to Agents

Gardeo Staff Management Agent

G ef7c14c9-2309-4904-8008-Ta734daeecTd
Created by ayesha@wso2.com

er l Credentials Roles
Display Name
e Gardeo Staff Management Agent
Description

This background agent automatically handles concierge assignments. It
matches guests with the most suitable concierge by cross-referencing the
guest's profile data (language, interests) with staff availability and areas of
expertise. This process runs autonomously to optimize service quality and

Al Model

Azure: GPT-4

URL

https://beef7ba7-0af4-40f4-b2ad-9089f700803c-dev.el-us-east-azure.chorec

Created Date

Jul 25, 2025, 11:16 PM

Modified Date

Jul 29, 2025, 1118 AM

Danger Zone

3 Documentation

) Get Help

ayesha@wso2.com v/

Delete agent
This action will remove the agent's association with this organization. Please be certain before you proceed

Delete agent

Deactivate Agent
Once the agent is deactivated, it will not be able to access any resources.




Access Levels - RBAC for Agents in Asgardeo

€ Go back to Agents
€ Go back to Agents

r ff Man m Agen .
@) Gardeo Sta anagement Agent Gardeo Guest Assistant Agent
2505 o008 /s cdecelc G 3556c8fe-3989-429a-8bal-3eb6cf58a7ea
Created by ayesha@wso2.com C\veot‘ed by cyesh;:@wsoZ.com )
General Credentials General Credentials
Roles

Roles

Assign or manage roles for this agent in k¢
Assign or manage roles for this agent in Rol

E everyone
H  Hotel Admin organization
Items per page 10~

E  everyone organization

Iltems per page 10~
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Runtime - Access controlsin action
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Implementation - Extensions on Proven Standards

SCIM

For Agent Provisioning For Authentication
& Authorization

Agent as ldentity Resource Issue Tokens for agents
Attribute Declarations Secure on-behalf-of tokens

Lifecycle Management Delegation aware JWT



Directions in|IAM Industry and Standards

QU004
< OpenD  _ _ _

AlIM-CG

WSOQO2is proposing:

“7" Datatracker Groups * Documents ¥ Meetings ¥ Other ¥ User ¥ Report a bug {3
F

I ET

OAuth 2.0 Extension: On-Behalf-Of User Authorization for Al Agents
draft-oauth-ai-agents-on-behalf-of-user-01
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Security

Zero Standing Privileges
Complete Audit Trail
Risk Mitigation

Transformative Benefits

Business
User Trust
Operational Efficiency

Innovation Enablement




Question Time!
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