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The most secure experiences are.ones
so simple, they’re easily forgotten;

Because elegant simplicity IS the
strongest security.
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() WsO2Identity Server .. - ASGARDEO" N

¥ WS,
The Leading Open Source IAM : Multi-tenant SaaS IAM
Identity Serveris a powerful, modern and highly : Asgardeois an Al-powered and developer-focused
extensible identity and access management solution for multi-tenant IDaaS solution that provides seamless,
your on-premises or cloud environment : secure authentication and user management

Powered by WSO2 Identity Server

e WSO02 IS 7.x series introduced a modernized
developer experience

e Ver 7.2 is due in September 2025

o Simplified “Upgrade” to versions within 7.x series

; ; Microsoft Azure ¥/ Google Cloud
Available for purchase via IA il aws marketplace ~/ Platfgrm Marketplace



Empowering
Developers &
Ecosystem

Fortifying your
Identity Landscape




Fortifying Your Identity
Landscape



New and improved approval workflows

Create Approval Workflows

e M < console.asgardeo.io/t/asguard/app/flows ¢ h +

Root Organization

ASGARDEO® Console

E] Documentation admin v

i @ guardio v
Approve Pending Requests pe
€ Go back to role
Accountant

Assigned Users

PRIMARY




Enhancements to B2B

Elevate B2B SaaS Application Developer Experience

(® Componentdriven SDK support
(® Streamlining native B2B application development

Extend Asgardeo organization management beyond traditional B2B SaaS

scenarios

(® Empowering sub-organizations with flexible sharing and inheritance capabilities across
users, applications, roles, and login flows



Supporting Post Quantum Safe Cryptography

Protection against quantum computers’ ability to crack traditional cryptographic
techniques

Post-quantum secure mode can be enabledin|S 7.x

Post-quantum secure mode will provide support for PQS TLS ininbound
communications, more secure internal encryption and hashing.

PQC safe symmetric encryption algorithms to support Encrypting secretsin the
data and configs



Support for Financial-Grade APIs (FAPI)

FAPI first-class compliance to FAPI 1.0 and security for high-value APIs with OAuth 2.0

Facilitates enforcing FAPI at client registration,
user authorization flows, and token issuance

flows for third party clients. | Fna eer
Supports:
- OAuth2.0 PAR
User Agent

- OAuth 2.0 (JARM)
- OAuth 2.0 RAR
- OAuth 2.0 DPoP

- OAuth 2.0 Mutual-TLS Client

Authentication and Certificate-Bound
Access Tokens

Resource Owner

[2. Authorization response using
hybrid or JARM

{API Client

1. Authorization request enforcing
request object

3. Token request with
client certificate
(Mutual TLS)

Authorization Server

Client

L 4. Token response with
certificate bound access token

5. APl Request with certificate
bound access token and
client certificate (Mutual TLS)

Resource Server


https://datatracker.ietf.org/doc/html/rfc9126
https://openid.net/specs/openid-financial-api-jarm.html
https://www.rfc-editor.org/rfc/rfc9396
https://datatracker.ietf.org/doc/html/rfc9449
https://www.rfc-editor.org/rfc/rfc8705.html
https://www.rfc-editor.org/rfc/rfc8705.html
https://www.rfc-editor.org/rfc/rfc8705.html

Empowering Developers &
Ecosystems



New Component-Driven SDKs
Plug-and-Play |dentity for @React & NEXT.us

o Framework-native components for
B2C and B2B

e Zero-boilerplate setup — justimport and go

o Declarative & highly customizable

e Available today — and more on the way

0 npm install @asgardeo/react

0 npm install @asgardeo/nextjs

Sign In

Enter your username and password to continue.

Username *

Enter your username

Passwort d*

Enter your password ®

OR

> Continue with Google

) Continue with GitHub

@ Continue with Passkey ‘

Geethika Cooray

geethika@wso2.com
2 Workflows
88 Dashboard

€ Settings

2 Manage Profile

(> Sign Out

OTP Verification

Enter the code sent to your email address.

Profile

Username
First Name
Last Name
Country

Birth Date

Teamspace ID

geett

Geett

Coor:

2343

Mobile Numbers  Ente

@ The code is successfully sent to the email ID:
gee***** @wso2.com

SWITCH

v Y
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Ochestratable Identity Journeys

Enable dynamic,
customizable identity
journeys with Al powered flow
orchestration

Build flexible, step based
flows forlogin, registration
andrecovery

Integrate security checks like
MFA and CAPTCHA with ease

M X B o

@

Flows

Self
Registration
]

le.asgardeo.ioft/asguard/app

[ Documentation [ Get Help

Password
Recovery ~  Previ ew

) jayashakthi@wso!

Invite User
Registration
(]

2

com



Service based Extensions

Write extensionsin any

eve M < console.asgardeo.ioft/asguard/app/actions M + C
language ASGARDEO' Corsde ST ) Documanaton @3 Gt B orcrigueszon
8
Deploy them as lightweight B O i
services
: - Pre Updlats Password Pre Update Profile
Seamlessly plugintologin, B
registration, profile update o o
and tokenissuance flows to %
meet your unique business R
needs #
&
&
5]
&




Events

e Integrate systemsand
enhance security with
real-time notifications by
subscribing to critical
identity events.

e Usethese notificationsto
automate workflows,
enforce policies, and
address security
requirements.

ad e ® D

&

e M < console.asgardeo.io/t/asguard/app/webhooks

Root Organization

ASGARDEO" Console @ asguard v

E Documentation

Webhooks
Create and manage webhooks t
vents happen

L LoginEvents

p  Registration Events

c Credential update events

) Get Help




Ecosystem

------------------------------------------------

ssift

The Al-Powered Fraud Detection Platform Identities that Empower Businesses

Integrate Sift’s Al-powered fraud detection
with Asgardeo to block account takeovers,
suspicious login attemptsinreal time

Integrate Onfido with Asgardeo to verify identities
using a photo-based identity document, a selfie and
artificial intelligence (Al) algorithms




Ecosystem

Sovereign ldentity Proxy

In Country
L

Extend WSO2 Org toisolate Identity Datain other Countries

e : '
FName: Zheng WSO02 Widget Proxy Anonvmized FName: Z#**
LName: Han . > i LName: Hx*%x
Identity = Identity
Phone: +86 6377 3267 . . 5 WSQ Phone: +86 XXXX XXXX
<> —
Email: zhan@acme.cn WSO02 Email Provider Proxy "3 : 2 E-mail: fe3!4fIFD@cn.incountry.io
City: Beijing = : City: Beijing
w N
WSO02 API Proxy 2 :
o
S = !
Application WS02
PP SCIM 2.0 Proxy :
\ |
|
Vault :
1
@P\\ Identit 1
g feentty |
1
|
|
I
. B3
1 e
| —_
China In the country ¢ : —> Out of the country United States



Pioneering the Future of
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IAM for Al

IAM for Agentic Al

o Treat Agents as first-class

Root Organization

ASGARDEO" Console @) guardiohotel v

B Documentation &y Get Help pavindu@wso2.com

o Configure security A Agents
C red entia | S & Insights Manage Al agent identities, perm

controls for your organization's

ns, and access

nated systems.

88 Applications

¥ Connections
¢ Manage ACCGSS Ievels B Resources B ?g?t‘qsg ’f?{?"‘,”,u s ,
@ Branding
e Enable Auditand I
1 & Agents R
Compliance

=]

ltems perpage 10 ~

€ User Attributes & Stores
Bb Organizations

29 Flows New

%» Login & Registration

m otification Channels

i
‘ebhooks Preview




Authorization for 49 MCP Servers

Simplified UX for those who want

to enable secure access to MCP
servers and connectvia MCP
clients.

ASGARDEO" Console

(@ Home
i Insights
88 Applications
¥ Connections
& Resources
& APIResources
@ MCP Servers
Branding
User Management
& Agents

E® User Attributes & Stores

B Organizations

#? Flows

ogin & Registration

tification Channels

tions

IAM for Al

4 console.asgardeo.io

Root Organization

) guardiohotel v B Documentation [ Get Help

pavindu@wso2.com v

MCP Servers

Define re! rce models and sco

s for MCP servers to enable fine

grained access control over ser resources.

G Guardio MCP Server mep:/ /guardio-rr erver  identifier P

=]




for IAM

Al-powered Registration & Login flow builder

Use natural language to describe

eve @M < console.asgardeo.io/t/asguard/app/flows / h + O

the ideal registration flow and have

ASGARDEO" Console E Documentation I Get Help ) iayashakthi@wso2.com

) asguard v

Al generate the flow foryou.

Flows

Design and customize your user journeys with a n: ode flow mposer

®

®
&
&

&S

Self Password Invite User
Registration Preview Recovery Proview Registration Preview
© Enabled @ Enc i @ Enabl




Al-powered branding

Addyourweb URL and have
Asgardeo Al brand yourlogin
page, TOTP and otherrelated

pages, including email templates.

@

<

h @ ¥ X &

2
=]

. S —
ASGARDEO' Console S b0t v

Organization Branding

Elevate Your Brand Identity with Branding Al +

Al forlAM

ASGARN?'

§ Organration



Asgardeo 9 MCP Server

main.tsx M
les > teamspace-react
import {StrictMode} from 'react'; 4.6k
ort {createRoot} from 'react-dom/client’;

rtxl/index.css!:
yrt App from './App';

t(document.getEl

D

Edit with Copilot

for lAM




Looking ahead...



Customer Data Service

Identity Data

Customer Data
Service

User Data

25



Customer Data Service

Customer
Data

Unified and identity-first Service

User controlled data

Security, privacy, and consent-aware

Omnichannel 360-degree

Personalization for all users

m

0]
00

Developer

friendly .

APIs & SDKs

Applications
with
Personalization

26



Verifiable Credentials

o Global Shift Toward Verifiable Credentials & Digital Identity

O)

elDAS 2.0 (EV)

e Current Support(AsofS7.2.0)

®

Mattr, Microsoft Entra Verified ID: Integrated credential issuance via OIDC bridge

o Inthefuture

O)

O)

Built-in OpenlD4VCI Support: Ability to issue credentials aligned with OpenlD4VC
specifications

OpenlD4VP Early Support: credential verification support aligned with OpenlD4VP
specifications

27



Advanced Identity Analytics powered by Moesif

Product Metrics

& Sign-up to First Hello World

Linkedin

Conversion Rate: 61%

Time 10 Convert: 7h 30m
19% 4%

¥ 30-Day API Usage by Company

Ws@, + 11l

moesifF

100 Transactions

Sign Up First API Call

B Customers Hitting Quota Limits
Moseif is now part of WSO2

£ API’s Used, by MRR
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Learn more about IAM | ” Stop by the O2Bar!.

)

|

Next Up Omindu Rathnaweera Johann Nallathamby
CIAM: Building Secure Organizational Identity for B2B IAM
Experiences for Your and Beyond
Customers
Today at 2.00pm Today at 2.30pm
3.00pm Break

D & l’
After Break )
Janak Amarasena Ayesha Dissanayaka
The State of OAuth: A Guide to ~ Secure Your Al with IAM for Agents Customer Panel
New and Upcoming Standards How Enterprises Are Modernizing

Today at 3.30pm Today at 4.00pm with 1AM
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