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Agent Governance

From Instructions to Enforcement
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Nine Months Apart. The Same Failure.

Replit coding agent - July 2025 PocketOS coding agent - April 2026
INSTRUCTION A code freeze: make no changes Never run.destructlve commands
without approval
Live production database, still A broad API token, found in an
ACCESS i
reachable unrelated file
Data deleted, then records and tests Production database and backups
OUTCOME . ..
fabricated deleted in nine seconds

The instruction was there. The access was real.
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Sources: incidentdatabase.ai/cite/1152 - Euronews, 28 April 2026



Prompts Guide Behavior.
External Policy Creates the Security Boundary.

INSIDE THE AGENT

Prompt

A request the model may or may not
follow. Shapes behaviour and reduces
mistakes.

Cannot authenticate a caller, revoke a
credential, cap spend or close a
connection.

BOUNDARY

.

OUTSIDE THE AGENT

Policy

A decision the agent cannot override, enforced where

the action happens.

ALLOW DENY

NARROW ASK A PERSON STOP

The model recommends. The architecture decides.
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ACME Bank: One Request

7

“I was charged a €2,400 early repayment fee in error. Please refund it.”

TAKES THE REQUEST
Customer Support Agent

Reads the message and works out
what is needed

J/ \ &

DOES THE ACCOUNT WORK
Account Assistant Agent

Executes the account operations

J

.

HOLDS THE TOOLS
Accounts MCP Server

Transactions, balances, fee
reversal

What stops this agent refunding €2,400 to anyone who asks?
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Today, Nothing Is in the Way

/ \

Customer Support : :
Agent e L e e e e e P =
reads the message “‘:~-_ _L-*

S === |

| |

| |

. | —”— §~‘~
Account Assistant e T -
Agent = 0~ -------------------o- 1>

does the account work

BEFORE EXECUTION DURING EXECUTION
Not registered, no identity No checks on any action

Nothing in the agent's code prevents a call to the tool that moves money.

Model providers
called directly, with a private key

Accounts MCP Server

every tool reachable, fee reversal
included

AFTER EXECUTION
No independent record
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Govern the Agent Through Time

Three stages. One control plane underneath all of them.

r

BEFORE EXECUTION
® Registration ® Invocation ® Evidence
® |dentity ® Model access ® Feedback loop
® |solation ® Tool access
® Access delegation
® High-risk approval
. J
[ ONE CONTROL PLANE - policy authored once - enforced at every boundary - proven by evidence ]
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Before Execution

Registration - Identity - Isolation

Everything later depends on work done before the first request.

— DURING EXECUTION AFTER EXECUTION

@ WSO02



1.1 Registration and Identity

An unregistered agent cannot be governed. ldentity makes an agent addressable, not authorized.

( ) 8 )
. . ,
AGENT REGISTRY where every agent is registered K AGENT IDENTITY
/
s N [ 2 ) Customer Support Agent
Account Assistant Agent Customer Support Agent )/ one per agent, separate from the
/ customer, app and host
OWNER accounts platform OWNER customer care / UMAN-READABLE
MODEL approved - pinned MODEL approved - pinned K Name, owner, purpose
ToOLS reverse_fee TooLs get_transactions ) WORKLOAD
DATA accounts, reversals DATA accounts, read K The running instance
4 J L rJ Keys, short-lived credentials
. \\J
OUTSIDE THE REGISTRY AN
\
(- T Tt TTTTTTTTTTTTTTTTT \ (T Tttt T T T T T T NN
i CRM vendor's Al assistant | 1 Q2 pilot, never retired TN
: reads customer records | : runs on a service account 1 \\ ADDRESSABLE, NOT AUTHORIZED
\ DN ol ! NG D,

.

Every governed agent starts in the registry. Anything outside it is shadow.



1.2 Isolation Matched to Risk

Choose the boundary by the risk, not by default.

( )
CAPABILITY CAPABILITY CAPABILITY
Calls fixed, read-only APls Handles customer data and Writes and runs generated
BOUNDARY calls tools code
Process and network isolation BOUNDARY
Kernel-level isolation VM-grade isolation
" J

I
more capability, stronger boundary

ACME SUPPORT AGENT REPLIT AND POCKETOS

EVERY TIER STILL NEEDS

No context across Egress only on approved

Nothing survives the run
customers paths

Stoppable from outside



During Execution

Every boundary the request crosses is governed.

Invocation - model access - tool access - access delegation - high-risk approval

BEFORE EXECUTION — AFTER EXECUTION

Authorized does NOT means it is safe: real-time rules watch the whole run.
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2.1 Invocation

The agent sits inside a network boundary. The API Gateway is its only way in.

CUSTOMER

Signed request —>

carries a token

4

EVENT TRIGGER
Queue, 3a.m. —_—
no customer involved

QANOTHER AGENT
Delegated call >

authority already

narrowed

.

GATEWAY

N\ NETWORK POLICY BOUNDARY

TOKEN
Issuer - audience - expiry
Target agent
POLICY isolated, with a dedicated

Caller - target agent - requested operation identity

BUDGET
Concurrency - cost per request

NO PATH AROUND THE GATEWAY

N o o o o e e e e e e e e e e e R e e e e e
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2.2 Model Access

The Al Gateway is the only way out to a model. Every call passes through it, in both directions.

NETWORK POLICY
BOUNDARY

r

&

Support agent
dedicated identity

Checks the agent's identity, the approved model and version, and

the token budget per request, agent and tenant.

Model
Untrusted input flagged Sensitive data masked providers
Secrets stripped Approved regions only approved models and

versions

Unsafe output blocked Disclosures attached

Malformed calls rejected

When a limit trips, the gateway returns a machine-readable reason, so the runtime stops rather than retries.



2.3 Tool Access

Permission is the overlap of three scopes, decided on every call.

AGENT SCOPE GATEWAY DECISION

Accounts: read and write
get_ transactions ALLOWED

reverse fee

CUSTOMER SCOPE Read this customer's [ oeniep )

This customer's accounts transactions —>
onIy which customer, which account,
which fields close account
TASK POLICY
Investigate a fee dispute Refunds need a different agent.

Hiding a tool is not access control. Denied tools are also hidden, but every call is still decided at the gateway.



2.4 Access Delegation

Access is delegated, never inherited. Each hop can only narrow it.

s D
THE .CUSTOMER HOLDS narrows SUPPORT AGENT CARRIES narrows
Alltheir own accounts |, This request — One action
any requesrt_nt:keg/ choose to this customer, the disputed fee reverse this fee, on this account, once
\ & J
LIMITED
CHECKED BUDGET AND TRACE Asks for another customer's account

how many hops, and
how many at once.

denied: it can never widen

at every invocation travel with the request

delegation standards are still maturing



2.5 Approval for High-Risk Actions

Permission to call a tool is not permission for every amount.

r

T

if rejected: back to the agent,
with a reason

ACCOUNT ASSISTANT
proposes

reverse_fee
this account, €2,400

Al GATEWAY - MCP PATH

receives the call; executes or rejects

*decision

DECISION POINT
runs each policy, combines the decisions

‘

‘

‘

e A
IDENTITY BUDGET REFUND POLICY
POLICY POLICY needs a person when:
caller and agent within the * over €500 YES
verified request limits « contractual fee YES
» refunded in 30 days NO <
ALLOW ALLOW ASK A PERSON
\ J
\. y,

if approved

reverse fee
executes, once

OUTSIDE THE GATEWAY
ACME refunds officer

a bank employee, not the
customer (human-in-the-loop)

approved or rejected

€40 duplicate card fee: every policy allows it, no person is asked, and the call goes straight on to the MCP server. The agent's task
pauses only while a person decides.



After Execution

Evidence - Feedback loop

An audit trail captured at the boundaries, and a loop that tightens policy.

BEFORE EXECUTION DURING EXECUTION —
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3.1 Evidence

Evidence is captured at the boundaries. Agent traces are observability, not proof.

OBSERVABILITY

agent traces, from inside the agent captured at the boundaries

Steps the agent took Who was authenticated

What the model suggested one trace ID Which policies decided

Which tools it chose, inorder =0 —= === =-=-—-=-===—- What was masked or blocked
correlates both

Context it drew on Who approved, and when

What executed, tokens metered

DEBUGGING AND EVALUATION ONLY APPEND-ONLY - OUTSIDE THE AGENT'S REACH

Traces help you understand.

Recall the opening: one agent fabricated its results, the other wrote a confession. Neither is evidence.




3.2 The Feedback Loop

Governance is an operating loop, not a one-time review.

ENFORCEMENT
Authored centrally —| At every boundary
scopes, thresholds, budgets every crossing we just walked

traces tune policy

EVALUATION OBSERVABILITY
Tune and test <¢— Agenttraces
before any change goes live what the agent actually did

Every budget needs an owner who can say whether the spend was justified.

Captured at every boundary
append-only

out of the agent's reach
for audits and disputes

TWO RECORDS, TWO JOBS
Traces improve policy.

The audit trail proves what
happened.



From Architecture to Platform

Everything in the three stages ships in one offering: WSO2 Agent Manager.

e D
WSO2 AGENT MANAGER
( )
Registry and identity API Gateway Observability and Eval
Agent registration and lifecycle Every invocation, including agent calls Traces across every step
Agent ID, through the identity Evaluators on every run
layer t\l_ll\/IGatehWay il ki k
Environment sets the isolation . FENE SN, (1zel Ak, WelEn Sl Ee!
tier el
MCP path: Agent ID and tool scopes
One gateway, two paths
. J/

One control plane across all three stages: policy, suspension, evidence
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The Same Request, Governed

What stops this agent refunding €2,400 to anyone who asks? Not a prompt.

NETWORK BOUNDARY
AEE———— @ 2@ T T @
! ( ACCOUNT ASSISTANT I
L
Customer ‘ Support Agent Al ‘
. —»| Gateway |—» Gateway |—»
signed request ) Agent ID ‘
only way in only way out
L]
I The Account Assistant runs in the same | ‘
I cell pattern, one hop down. I
I I
N o o oo oo e e e o e Em o Ee Em Em Em e Em Em e e Em Em -
policy asks
a person

e

Model providers

Accounts MCP Server

get transactions - reverse fee

Human approver
approved or rejected
€2,400 waits here

e e — e —




Where This Gets Harder

[ THE STAGES HOLD. THE ENFORCEMENT POINTS MOVE.

Ambient agents Agent memory
No customer, no token

Grants go stale while waiting Isolation between customers in

Fails silently, with nobody the store
watching

Poisoned today, acts next week

Erasing what was derived

STILL APPLIES BEFORE EXECUTION DURING EXECUTION

Failure and rollback

Fail closed, not open
A retry is not exactly once

Compensate, because you
cannot revert

AFTER EXECUTION
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Is Your Agent Instructed, or Genuinely Governed?

INSTRUCTED CONTROLLED
Prompt instructions One gateway in, one out
Shared credentials Fixed scopes per agent
Direct model and tool access Rate and spend limits
Logs the agent writes ‘ Central logs
controls are instructions central, but coarse

Prompts guide behavior.
Architecture constraints consequence.

r

N\

Registered, layered identity

Permission per task and
customer

Escalation to a person
Suspendable mid-run
Audit trail at the boundaries

Controlled, plus context
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Questions?

Explore the WSO2 Agent Platform at

Repository
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https://console.agent-manager.cloud.wso2.com/
https://github.com/wso2/agent-manager
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Thank You!
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