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Resilient is solved. Shipping is not.

What every organisation here is already building

Resilient systems on Kubernetes — self-healing workloads, horizontal scale, rolling upgrades, failover
across zones. That is a well-understood problem with a well-understood answer, and most of you
have already bought it.

What still has to be decided

How that system actually gets shipped — the whole path from a commit to production, and everything
it has to touch on the way. None of it is a runtime question, so none of it comes in the box.

And in a regulated institution, the governance around it

Who approved the change, what was actually running on the day of the audit, and whether a control is
enforced or merely described. A resilient cluster answers none of those.

Everyone ends up with a way to ship. This session is about choosing it on purpose.



The decisions Kubernetes leaves to you

A declarative API, a scheduler, a reconciliation loop — all of that works. What it does not ship is a
path from a commit to production.

Getting it built Getting it deployed Keeping it alive
Repository layout. The build. Manifest templating and its Logs, metrics, traces and
Container image, registry, values. Environments, and alerts. Autoscaling and
sighing, scanning. Which ClI what may differ between limits. Access control and an
system — and who fixes it at them. Promotion and audit trail. Cost attribution.
two in the morning. rollback. Secrets, routes, And the docs for all of it.

network policy.

All of it gets built. The only question is whether it gets built once, or once per team.



Why you have to build a platform

You already have one

Every organisation running Kubernetes in production already has a path from commit to
release. It was assembled from scripts, conventions and one person's memory — but it
exists.

Nobody decided it

It was never designed, reviewed or owned. It accumulated one reasonable decision at a time,
under deadline — which is why it is inconsistent, and why nobody can describe it.

The only real choice

Not whether to have a platform, but whether the one you have is designed on purpose and
owned by someone. That decision is the whole of it.



So what do you build it with?
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Every box is defensible. Knowing which ones you need takes requirements you do not have yet.



THE DEMO USE CASE

Kifaru Bank
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The mandate

Njeri sets two targets: loan
decisions in minutes, and new

products several times a year.

The second is the hard one.
Anyone can digitise one
product.

Four days to approve
a loan. Our competitors
take four minutes.
Faster, fully digital —
and new products
several fimes a yea




And it worked

Microservices on Kubernetes.

Wanjiru ships the first loan
service in six weeks.

Nothing went wrong here.
Kubernetes did what it
promised.

Microservices on
Kubernetes. Scalable,
portable, resilient.

First loan service
shipped. Six weeks,

Database Queue Kubernetes




Six months later

Three Helm charts, two
pipelines, and one person who
knows how all of it works.

Nobody decided this. Each step
was reasonable on the day.

o
OLD HELM GHARTS: MAINTENAN

Twanted fowritea
loan service. Not maintain
three Helm charts.

CE NIGHTMARE ©

Kubernetes Confi
Chart (v1.1) :

I'mon leave

Loan DB Ch 3§
g in December.

Queue Chart
(v0.9)

ConfigMaps ConfigMaps SealedSecrets }




Then the regulator
asks

An auditor asks Otieno to show
how access to the scoring
engine is controlled.

The controls are real. The
evidence is not.

Is the credit
scoring engine reachable
from the internet?

: No..
give me a day
to prove it.

B The controlsare \
real. The evidence




So what is an Internal Developer Platform?

Not a portal and not a wrapper — the designed path from code to production, and the contract
between the two roles who maintain it.

Self-service Golden paths Guardrails
Databases, environments One supported route, A versioned file with an
and deployments without a genuinely easier than going author and a date, not a
ticket. An opinion about around it. Nothing left to person and a wiki page. The
lending, not about ingress diverge from. control becomes the
controllers. evidence.

Kubernetes stays visible and operable. Developers get a simpler surface, not a blindfold.

An IDP is not a tool you install. It is the set of decisions you stopped leaving to chance.



So we'll build it ourselves

Developer portal

Identity — OIDC, OAuth2

Authorization — RBAC,
ABAC

Application abstraction

Build, Cl, registry

GitOps and promotion

Managed databases,
caches, queues

Network policy, zero trust

.

Logs, metrics, traces, alerts

J

.

J

.

Secret management

J

.

Cost and FinOps

Every one of these has a good open-source answer. None of them knows about the other

eleven.

And you maintain all of it through every Kubernetes upgrade.




Three ways that goes wrong

Not our view — this is what practitioners report.

No MVP No evidence No boundary
Nothing gets an internal Without measured Nobody writes down who
platform right first time. It developer experience and owns what, so the platform
has to start small and delivery outcomes, the team drifts back into being a
iterate, and keep proving its platform cannot justify itself help desk.
value as it goes. when budgets are reviewed.

None of these is a technology problem. All three decide whether the platform survives.



They already had a
platform

Three charts, two pipelines and one
engineer's memory were already a
platform.

Nobody designed it. An IDP is that same
path, designed on purpose.

So Kifaru picks a foundation they can
inspect first — open source, CNCF
Sandbox, Kubernetes-native.

We already have
a platform. Nobody
designed it — it just

Internal Developer
Platform

® &

Self-service - Golden Paths

An Internal Developer
Platform is that same path,
designed on purpose.

So | self-serve a
database, and the
rules still hold?

is written down.
Not in someone’s
head.
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OpenChoreo
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What OpenChoreo is

A complete, modular, open-source internal developer platform for Kubernetes.

Built by WSO2 out of years of running a developer platform as a service, and contributed
to the community. A CNCF Sandbox project since January 2026.

Kubernetes-native: everything is a CRD, reconciled by controllers. You can always look
underneath.

It gives you the abstractions, not the answers. You define what a service means at your
bank.



Five planes
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Built for humans and agents
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Two hats, one contract

| need a service and a database, and the | will define what a service is, provision the
service talks to scoring. databases, and define the standard routes.
\4 \4

LATFOR
F,’;NGmEE';\("

develope;

COINCD

__J OpenChoreo K|

they meet at the Release

The Developer Declares Intent The Platform Engineer Defines the Standard

They never edit each other's files.



The abstractions

Platform APl — the platform engineer writes these

ProjectType - ComponentType - ResourceType - Trait - Workflow - Environment -
DeploymentPipeline - DataPlane

Developer APl — the developer writes these

Project - Component - Workload - Resource

At release time, they meet

An immutable, reproducible artifact — bound per environment, then rendered.

ComponentRelease ‘ ReleaseBinding ‘ RenderedRelease

immutable snapshot per environment real Kubernetes resources



Cells: the runtime model

A Project becomes a cell —its
own namespace and its own
network boundary, in every
environment.

Components inside talk freely.
Everything crossing the
boundary goes through a
gateway.

Architectural boundaries
enforced by infrastructure, not
by code review.

uuuuu




WHAT THE PLATFORM
ENGINEER DOES

Demo, part one

github.com/wso2con/2026-NBO-Internal-Developer-Platform-tutorial-1
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Demo use case — Kifaru Lending System

loan officers
outside the cell

customer channels
outside the cell

retail-lending — one namespace, one network boundary north gateway

loan-officer-console
web application - React

!

loan-db

resource -
PostgreSQL

A\

arrears-eod
scheduled task - Go - nightly

loan-api
service - GO - public route

publish

lending-events
resource - NATS

subscriber]

credit-scoring
service - Ballerina - internal only

disbursement-worker
worker - Go - no endpoint

idempotency key

disbursement-idempotency
resource - Valkey

Every box here needs a ComponentType, a ResourceType or a Workflow. That is the golden path.




Platform Engineer Tasks

What we build

Three environments and one
DeploymentPipeline

A ProjectType — every project starts
closed

Four ComponentTypes and three
ResourceTypes

Four Workflows and one alert-rule Trait

How it is written

Manifest templates with CEL
expressions

includeWhen — no route unless an
endpoint exists

forEach — one resource per declared
item

No controller code — a file in Git, with
an author

Installing OpenChoreo is not platform engineering. Deciding what a service means at this bank is.






The Kifaru retail lending system

One project becomes one cell — one namespace, one network boundary.

@il-lending - one namespace, one network boundary

Five components Three resources
loan-api — the front door loan-db - PostgreSQL
credit-scoring — internal only, no public route disbursement-idempotency - Valkey
loan-officer-console — the staff screen lending-events - NATS

arrears-eod — the nightly batch

\ disbursement-worker — no endpoint

N—

Three resources, four lines of YAML each. No ticket, no module, no credential handled by the developer.



Promotion, and the overrides

Development to staging to production. Two commands. No YAML re-applied, no rebuild.

ComponentRelease -

built once, immutable — the same artifact reaches all three environments

4

The developer wrote none of that. The platform engineer did.

4

development - staging

\ J promote \ J
4 ) / )

development ReleaseBinding staging ReleaseBinding

one replica takes the ProjectType defaults

a single PostgreSQL

arrears every ten minutes
o J - J

-

promote

4

production

\

s
production ReleaseBinding

three replicas

PostgreSQL HA - retainPolicy Retain
arrears at 23:30

-




Observability

Logs, metrics, traces and alerts scoped to a component, not to raw Kubernetes objects.

One trace for APP-100244: gateway, loan-api, credit-scoring, the broker, the worker. Two
languages, four services, one request.

The alert rule came from a five-line trait on the component. Nobody logged into
Prometheus.

Cost insights attach to the release binding — governance, not a stray Deployment.
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Architecture
In-Depth
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The Platform API, end to end

Namespace

For grouping and resource isolation Deploymen
Annotated KBs Namespace in CP uses Pipeline DataPlane
Environment
CR production
- i T 1
i ComponentType Project Foo t
CR Environment hostedon el
allows uses N {Ns}-Foo-{Env}
' Component A staging
Trai 1 Promations with environment ' | ComponentA
rait - ' ! specific configs & secrets runtime
i
.

E Environment
1 dev

FREREEE : —

. T Pinsa

allows and uses ] Wby release to

: anenvironment observedby

H

] .

CR ClWorkflow :++-» Release Workflow Observability
i 4 Plane
Workflow | ideimes: ;| 4. Il
Build ~--1 Scan |---1 Push Eeleacshnding
ComponentRelease ?
Workflow Plane obsenedby
defines
Cluster-level (global) resources that can shared Cluster Data Plane ClusterWorkflow Plane = Cluster Observability Plane

across any control plane namespace
(forresource and infrastructure sharing)

Cluster Deployment Pipeline Cluster Workflow

Cluster Component Type

Cluster Environment

Cluster Trait

Every box marked CR is a Kubernetes custom resource. There is no platform database.



The Developer API

ComponentType ComponentType ComponentType ]
name:deployment/web-app name:deployment/service name:deployment/worker Trait
O name: pod-disruption-budget
v
Traits can be embeddedin
Defines the ComponentType component types to create new
template for name:deployment/resilient-worker | COomponent types, or they can be
written from scratch.
a B!
Project
Developer API

Component Component Component

name: c1 name: c2 name: c3

type: deployment/web-app type: deployment/service type: deployment/resilient-worker

workload: workload: workload:

endpoints: [...] endpoints: [...] dependencies: [...]
dependencies: [...] dependencies: [...]
: :
\ : . J
! canuse | canuse
; ! i
4 4 Y
Trait Trait Trait Traits offer cross-cutting capabilities in
. . components. The component type defines
name: volume-mount name: scale-to-zero name: api-management-policy what traits are allowed.

The developer writes the purple boxes. The ComponentType decides which traits are even offered.



What actually gets created

K8s Namespace
in a data plane > environment

J

(%)

ComponentType e --» RenderedRelease

workload settings for specific
environments

i
name:deployment/web-app i
. ' Network Policies
1 '
! —  ComponentRelease ]
! ! K8s Deployment
' ; ) A ComponentRelease :
Proiect i represents animmutable '
rojec g snapshot of acomponent's i K8s Service
; configuration at a specific H
pointintime. H
Component : HTTPRoute(s)
name: c1 E
type: deployment/web-app — ' ConfigMap(s)
workload: . ReleaseBinding ~ ---------
endpoints: [... 1
B anenclies]_ [ | A ReleaseBinding pins a specific release ExternalSecret(s) (ESO)
P L ! to anenvironment and allows platform
! teams to override component
! parameters, trait configurations, and
| J ]
|
I
i

@ Trait(s) ~--------------- i

HorizontalPodAutoscaler

“ J

Nothing is hidden. Every object on the right is plain Kubernetes, and the developer wrote none of them.



Questions we get asked

Does this hide Kubernetes from my team?

No. Everything is a CRD and the rendered resources are right there. It removes the boilerplate, not the visibility.

Do we have to replace our CI?

No. Jenkins, GitHub Actions and GitLab CI register builds through the Platform API and appear in the same build
history.

What does adoption actually cost?

Start with one project type and one component type. A platform that tries to cover everything on day one covers
nothing well.



ttps://openchoreo.dev/

CNCF Slack: #openchoreo



Keep an eye out for

Day 3 (Thursday, Sep 24t")

(© 11:00 a.m. (30 mins)

Custom Resources, Not Custom Forks -

Curating OpenChoreo for Your
Enterprise

a Tishan Dahanayakage
Director - Head of Engineering,

Choreo BU

@ Yellow Room

@ WS02

(© 10:30 a.m. (30 mins)

The Platform Abstractions: What
Developers Declare, What Platform
Engineers Govern in OpenChoreo

@ "Z“‘ Kavith Lokuhewage @ WSO2

- Associate Director & Architect

@ Yellow Room
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