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The Pace of 
Agentic AI



GenAI

Internet

Computers

53%

32%

20%

AI adoption of 53% from “The AI Index 2026 Annual Report,ˮ  AI Index Steering Committee, Institute for Human-Centered AI, Stanford University, 
Stanford, CA, April 2026. https://doi.org/10.48550/arXiv.2606.15708

Population-level Adoption of New Technologies Within 3 Years

Generative AI adoption is proceeding at an unprecedented pace



AAIF Member Pulse 
Survey 2026

81% 
in production today
Only 51% at production scale
AAIF Member Pulse Survey 2026

78%

22%

Open Source Dominates Tooling Layer

Open Source

Closed 

60% 
run multi-agent systems
50% across more than one stack

17% 
in production today 
Gartner

Production levels vary



The Jagged Frontier 



Gemini Deep Think earned 
a gold medal at the 

International Mathematical 
Olympiad

Yet top models read 
analog clocks correctly 
just 50.1% of the time

“The AI Index 2026 Annual Report,ˮ  AI Index Steering Committee, Institute for Human-Centered AI, Stanford University, Stanford, CA, April 2026. 
https://doi.org/10.48550/arXiv.2606.15708



Of experts expect a 
positive impact from AI

Of the public expect a 
positive impact from AI

73% 23%

“The AI Index 2026 Annual Report,ˮ  AI Index Steering Committee, Institute for Human-Centered AI, Stanford University, Stanford, CA, April 2026. 
https://doi.org/10.48550/arXiv.2606.15708



“The data does not point in a single 
direction. It reveals a field that is 
scaling faster than the systems around 
it can adapt.ˮ
Yolanda Gil and Raymond Perrault | Co-chairs, AI Index Report
 Institute for Human-Centered AI, Stanford University



“The AI Index 2026 Annual Report,ˮ  AI Index Steering Committee, Institute for Human-Centered AI, Stanford University, Stanford, CA, April 2026. https://doi.org/10.48550/arXiv.2606.15708 |  https://www.abc.net.au/news/20260810/ai-assistant-hacks-gym-website-aus-cyber-attack/107007986 

55.4% increase in documented AI incidents 
between 2024 233) and 2025 362

https://doi.org/10.48550/arXiv.2606.15708
https://www.abc.net.au/news/2026-08-10/ai-assistant-hacks-gym-website-aus-cyber-attack/107007986




How Enterprise 
Governance Has 
to Change

THE NEW REALITY



Trusted AI Governance Needs 3 Things

Built in, 
not bolted 

on

Built for AI 
heterogeneity

Built for 
freedom to 

innovate

1 2 3



Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
Aenean auctor convallis elit, at 
lobortis libero rutrum id.

Built in, not 
bolted on

1

“The goal is not to make probabilistic 
systems deterministic. We cannot. The goal 
is to build an architecture where 
probabilistic systems can operate within 
the deterministic boundaries of authority, 
policy, risk, and accountability. That, to me, 
is the foundation of trusted AI governance.ˮ

https://wso2.com/library/blogs/trusted-ai-governance-agentic-enterprise/



What makes agents powerful
— the combination of non-determinism and autonomous actions —

is what makes them hard to govern



You cannot run a 
probabilistic agent on 
infrastructure built 
for deterministic 
code.

Spiderman, © 2002 Columbia Pictures Industries, Inc. and Marvel Characters, Inc. All Rights Reserved



Governance must be redesigned for probabilistic systems

1.Decides.
The agent is told what to achieve, not what to do.

Governance cannot enumerate the agent's 
actions in advance.

2.Acts.
The agent picks tools, arguments, and timing on its 
own.

The action surface is combinatorial, not a list.

3.Not a service, not a user
A third actor with its own intent.

Identity, Scope, Audit per agent. On-behalf-of 
chain.

4.Non-deterministic.
Same prompt, different completion.

Behaviour is a distribution, not a contract.

Agent Action Governance Consequence



Two main shifts:
1. Compliance becomes executable 
2. Controls move from prompts to infrastructure

https://wso2.com/library/blogs/trusted-ai-governance-agentic-enterprise/



Governance across every level of adoption

Access Action

GenAI
(e.g. LLMs)

Agents

LLM Traffic

LLM 
Governance

Agent 
Management

MCP 
Management

Agent Identity

Agent Building

AI Gateway

AI Workspace

MCP Hub

Agent ID

Agent Builder

Agent Manager



Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
Aenean auctor convallis elit, at 
lobortis libero rutrum id.

Built for AI 
heterogeneity

2



Governance for every LLM, tool and agent, across

Any Model

Any Deployment

Any Framework



Agents are Users, and Customers, too

2
Agents AS USERS of 
your  digital capabilities

1
Agents WITHIN your 
digital fabric



INSIDE THE ENTERPRISE

YOUR SYSTEMS

Applications

Enterprise APIs

Knowledge Bases

you publish it

Agents come across a spectrum of control. 
Governance needs and access change as you move along the 
spectrum.  

OUTSIDE YOUR EXTERNAL USERS

They call you

Consumerʼs Personal 
Agents

Yours, on their command

Theirs, accessing your services

Employee copilots
Beside a person

Agents in the workforce
A task, end to end

Agents you provide 
to your clients

Partner-owned Agents

Agents as Customer 
Assistants

B2B Agents as a Service

MCP Servers

EXTERNALLYCONTROLLED · ADMIT & SCOPE   

Your  HR Agent A  customerʼs OpenClawSalesforce Agentforce

ENTERPRISECONTROLLED · OWN & RUN

Novera, the AI Agent 
for WSO2 Employees HR



1. to agents across the control spectrum
2. across any model, framework or deployment
3. across every stage of the agent lifecycle

Governance applies 



“Agents are a new identity class: part user, part app, 
part service, all at once. 

Your customers aren't waiting for you to prepare. 
Their agents are already here. If you are not ready, 
they will take their business to a competitor or use 
unchecked workaroundsˮ

Ayesha Dissanayaka
Assoc. Director/Architect | Identity Platform | WSO2

Co-Authored Whitepaper: 
Identity Management for 
Agentic AI

OAuth 2.0 Extension: 
On-Behalf-Of User 
Authorization for AI Agents



Agent Identity

Guardrails

Agents

Evals

Observability

Lifecycle Management

Agent Manager

Trust is a Property of your Architecture
illustrated in WSO2 Agent Manager

Agent ToolsAI Gateway
MCP

Gateway

AI ServicesAI Gateway
LLM

Agent Runtimes

Runtime
Sandboxed runtime

Perimeter controls

Identity & access

Performance Evals

Control Layers



Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
Aenean auctor convallis elit, at 
lobortis libero rutrum id.

Built for 
freedom to 
innovate

3

“The AI Index 2026 Annual Report,ˮ  AI Index Steering Committee, Institute for Human-Centered AI, 
Stanford University, Stanford, CA, April 2026. https://doi.org/10.48550/arXiv.2606.15708

2025



Go faster: major shifts happen seemingly overnight 



Pump the brakes: resilience and regulatory concerns 
can stop you in your tracks



Creating a need to architect for resilience, flexibility, and 
control

Agent resiliency: Switch models without rebuilding governance

anthropic/sonnet-5 74.3% 23

Control Plane and Data Plane Separation
Allows for centralized governance with distributed execution

Economic controls: Cost control as a governance dimension
 



Trusted AI Governance lets you move fast with control 



Built in, 
not bolted 

on

Built for AI 
heterogeneity

Built for 
freedom to 

innovate

Trusted AI Governance Needs 3 Things

1 2 3



Agent Manager

AI Gateway Agent IDAgent Builder

Agent Identity

Guardrails

Observability

Evaluation

Lifecycle 
Management

Sandbox Runtime

An implementation of Trusted AI Governance:
The WSO2 Agent Platform and the Agentic Enterprise Fabric

Any Agent 
Framework

2025 GA 2025 GA2025/2026 GA

2026 BETA & GA



WSO2 Agentic Enterprise Fabric
Trusted AI Governance across the stack 

Govern every agent

Govern every API & AI service

Govern every connection

Govern every identity

Govern every workload



Trusted AI Governance with WSO2

Open Resilient Yours



Thank you!

Dr. Rania Khalaf
Chief AI Officer & Acting 
GM  AI BU


