Fan Identity at Scale — WSO2 Identity in Sports & Gaming
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Goal: Delivering Seamless & Access to Digital
Products

DELIVERING ACCESS WHEN THOUSANDS ENGAGE SIMULTANEOUSLY
SEAMLESS, SECURE ACCESS. [ 3 i L
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Venue Wallet

One Wallet that unifies all USER JOURNEY: GAME DAY TICKET & FAN REWARDS

payment methods credit/
debit cards, stored value
! . STAGE 1: TAGE 2: STAGE 3: STAGE 4:
cards and loyalty discounts 2 B URCHASEAT
1 BUYING TICKETS 2 ARRIVAL AT VENUE 3EXPLORING BENEFITS 4 CONCESSIONAIRE

. . e Fan bl atch o Arri he stadium. e Di ts instantly activated . i k
Seamlessly integrates with Tl whatiocion, | et e e

H H . U o ® Uses walle code 1or paymen
multlple Vend_OrS b.ehln(_j the - S?alea‘::;.and purchases ticket ticket and integrated“discounts. 2 ::gsr:g_iﬁ;:;if::d' drinks, and applying discounts.p ¢
scenes. Identity, Ticketing, 0 ¥ ¢ »

i : 1 3 [ . ] TADIUM EATS
Parking, Food & Bev and Bl GETIN el : v B
Merchandise vendors, Point ; ) — :
of Sale systems RH~E ,: - :
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Identity is central to this

DISCOUNTS
ENABLED

feature to ensure we connect
user context across
disparate systems

Place Scan Transaction
\ Order QR Code Complete

View Find Save
Offers Stands Money

Gate Ticket Discounts

Select Choose  Payment
Match Seats \ Entry Scanned Loaded

USER ACTIONS TOUCHPOINTS EXPERIENCE




In-Seat Ordering using Venue

Wallet

Venue Wallet includin
payment methods credit/
debit cards, stored value
cards and loyalty discounts
is available for In-Seat
ordering as well

Seamlessly integrates with
multiple vendors: Food &
Bev and Merchandise
vendors

Extensible Platform that
allows many products and
features built using the same
latform. Example: Pay with
ace/Biometrics ‘Beta{and
Amazon Just Walk Out at the

Venue
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IN-SEAT DINING: GAME DAY FOOD DELIVERY

STAGE 1:

ORDERING
FROM SEAT

» Fan uses app to browse a
wide variety of stadium food.

« Selects full stadium meal
for family.

Browse Select Place
FullMenu  Meal Group Order

USER ACTIONS

STAGE 2:

2 PREPARATION
& TRACKING

« Staff prepares complex order
in busy stadium kitchen.
» Fan monitors tracking in
busy section.

->

PREPPING
(detailed sob-tesks:
frying, packing)

¥

ON ITS WAY

Order Cooking Wait
Accepted Items  Time Info

STAGE 3:

3 DELIVERY
RUNNER TRANSIT

« Delivery runner locates
correct section and seat.

* Runner verifies complex
order via iPad.

Order Summary
2 Hot Dogs

1 Pizza Slice

2 Large Fries

1 Soda

Map Find Verify

K Section Seat Order

TOLUCHPOINTS

STAGE 4:

¢4 SEATSIDE DELIVERY
& ENJOYMENT

» Runner hands over extensive
order to fan at seat.

» Family enjoys food during
an intense play.

Receive Fast Full Family Big
Order Service Meal Play

EXPERIENCE




Missing the Clutch

* April 1st 2021: After a year of covid hiatus, throngs of
Oakland A’s baseball fans arrive at Coliseum for the
Baseball opening day

* First Non-Beta Launch of Venue Wallet

DIGITAL

NO casH |BERE | o crepir [ E TN A B
PHYSICAL CURRENCY | Sl CARD =5 3| woae paents oy [

NOT ACCEPTED ’ PLASTIC CARDS
= NOT ACCEPTED

= San Francisco Chronicle sign in

Trending: Weather forecast | AlysaLiu | Top Bay Area campgrounds | Presidio Tru

SPORTS // ATHLETICS

A’s navigate Opening Night concessions
snag, new Coliseum protocols

By Matt Kawahara, Astros Beat Writer

Updated April 2, 2021 8:15 p.m.

P @@

A,
Atone Soint, a technolog,;y issue caused thesystem in Oakland
to stop processing orders and overload. An issue was reported
at one other ballpark, Petco Park in San Diego. MLB, the A’s and
the Coliseum vendor worked to resolve the issue but by then

the system was flooded with orders, so people who had ordered

early in the game were left waiting.




Mobile Platform — From Then to
Now

4.5+ Million Users

Clients that span Major Sports Leagues (MLB, NHL,
NBA, MLS), and various other Venues; Generating

millions of dollars in revenue for our clients

2025: Expansion into Horse Racing venues with

integrated wagering experience at Gulfstream Park

2026: Casinos+

MOBILE APP GROWTH & FEATURE EXPANSION
ZOEL
2025
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TREND: UPWARDS

NEW FEATURES
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TREND: UPWARDS
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Product Deployment Models

Native Mobile
Application
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Credit, Debit, Venmo, PayPal

A

ARENA MAPS
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Identity: Self

Signup

App-less Web

8:36 wl T e

=}

ilaniresort.com ¢

ilani Forever Rewards

Enhance your ilani experience

REWARDS DESIGNED
SPECIFICALLY FOR YOU

Identity: Self

Signup

Web in Third-Party
Application
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Identity: SSO

Wallet Pay Bution
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o Secure Payment
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Identity: Self

Signup and SSO




Native Mobile App — Access & ldentity

Sign Up and Sign In — Self register
Sign Up
OpenID Connect SSO

Mobile App is the IdP but allows trusted
third-party apps to Plug-n-Play using OIDC

Email ~

Federated Sign In managed by a trusted Sign n with ticketmaster-
third-party Identity Provider (IdP)

Password *

By signing up you agree to our 3
Terms of Service and Privacy Policy

ke 1

First Name *

Must be between 8 and 100 character
I At least 1 uppercase and 1 lowercase
1

By

Sign In

ess

an account?




Native Mobile App — Lo
Federated SSO using OpenlD Connect

BeOn Mobile App - External Web App Integration

User ﬂ
Authentication/ e “{,stozp dor === """""" &
BeOn Mobile App Token - GO O '
User Sign In :
- N ;
BeOn Mobile App €= JWKS
i
;
a O[Ty | Y ——— ;
i POST Call with Web-SPA =5 Verify
User selects User Token JWT Signature
feature within the . Exterpal web | ) and Decode
app that links to Webview Application <
3rd party Web App JWT will provide
< Web-SPA Loaded A TERHEST oo
User information like
Name, Email,
. ~ Connected IDs...
.




Venue Web App —
Integrated within External Native App

EXTERNAL MOBILE APP - VENUE WALLET WEB INTEGRATION

User
Authentication —>»
<€ »
MLB App Token
User Sign In
f External Mobile
E Ballpark App
2 ho : POST Call with Web-SPA
- User Token
Webview
User selects T
feature within the == Venue Wallet -
app that links to —— — |
3rd party Web App < s E Web-SPA Loaded
g [ e |

OKTA or External
Idp- Identity provider

JWT Library

Verify
JWT Signature
Venue Wallet and Decode

Web Application

WS02
Idp- Identity provider

Public @
Key (JWKS)

JWT will provide
Authenticated User
information like
Name, Email, Connected
IDs...
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High-Level Application Architecture

g N Product Frontends
| |
inati Mobile-Web Native Mobile Devices * Native iOS, ANdroid Mobile App
Jser Authentieato ( { Apps } ‘ Apps ] [ (POS) J | « Web Applications/PWA
\ J * Point of Sale systems

® WS02

IDENTITY SERVER Identity Token
Validation

L Public Key i Amazon Security & Thresholds
TIWKS Sync T T []'f-’ AP| Gateway * multi-tenant security
* api access control

‘< N Business Logic

Composite Composite Composite * Mobile Ordering
APls APls APls

» Wallet
Y

« Loyalty-Web Portal
* Sports
* Aligned with product

A4 \J

External
services

Kafka Event Queues

{Microservice} (Microservice] (MicroserviceJ « Shopping Cart service
» User Profile service

« |dentity service

* Wallet/Commerce

service

| —

|
|
|
|
|
|
|
] Microservices & Data
|
|
!

e — — — — — — — — — — ——

/




Platform/Infrastructure - Tech Stack

:

Amazon AWS Amazon Kubernete
EKS Fargate Aurora )
HPA

* No Server Management: Eliminates
the need to patch, scale, or secure
node groups, as Fargate handles
infrastructure management

* Pod-Level Isolation: Each pod runs in
its own VM-isolated environment

« Auto-Scaling: Highly Efficient for
variable traffic; Scales up or down
based on the demand without any
downtime

Seamless Container Management

AWS Fargate enables effortless container
management, removing manual server
maintenance and streamlining application
deployment.

High-Performance Database
Operations

AWS Aurora delivers fast, scalable database
performance with automatic failover, ensuring
reliability during live events.

Dynamic Resource Scaling

Horizontal Pod Autoscaler (HPA) adjusts
computing resources in real time to meet
fluctuating live event demands, preventing
downtime.

12




Identity Service Architecture
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\/ ; A Modernizing Identity with a Cloud-Native EKS Platform
' en IO Q}" IGT ‘ EVER I cg D AWS WSO02 IS on AWS EKS

O
(%)
Yenlo provides a managed service for the WSO2 e
Identity service to IGT | Everi v
 Secure hosting Identity Service £

e 24/7 Monitoring & Alerts

 Pool of SME !

Separation of Concern: IGT | Everi products and Yenlo-
hosted WSQO2 Identity Service; From the business of our
products, identity is a black box that just works

Containerized ldentity platform (WSO2 IS 7.1) running
on Yenlo managed AWS platform (EKS)

Connected Cloud Services

Elastic Cloud (Uptime/logging/monitoring/analytics) QIGT | everi @




The Business Imperative: Platform Resilience

Modern venues that are often cashless depend on Technical Metrics: Operating at Scale
reliability of technology Last 2 weeks

|dentity is the key element that brings in frictionless Average Latency.
onboarding, contextual experiences and unified trust '

via security and data compliance 30.5ms

A 5-minute outage = 100% halt in digital transactions D Total APIs: 201.696

and lost revenue opportunity

For live events, friction isn’t tolerated - it’s amplified

| | | D Throughput: 1140 rpm
One failure = instant brand damage + viral backlash +

lost trust

Identity Resilience = Operational Survival D Average CPU: 4.6%

14
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My Wallet @® Add

. **+%1765
. Mastercard >

mastercare

Expires 12/25

15% for Tech CU ... N
Cuda Battery Member

Restrictions

10% for F&B Mobi... >
Membership Rewards
Restrictions

2% Scan & Pay

My Orders > A <

Add a credit card to make
purchases today!

What is Sharks Digital Wallet?

SAN JOSE

10% for F&B Mobi...
Membership Rewards

Restrictions

$15.00

TEAL TOKENS >
Expires 07/31/25 at 5:38 pm Restrictions
My Orders >
Gift Cards >
Support Info >
FAQs >
Log out >
2% Scan & Pay
I @] <

< ®

Case Study/
Testimonial
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Patrick Hooper

N/

Director, Digital Experiences

San Jose Sharks

“Everi has helped us construct a rather robust mobile commerce
system inside of our app, which is really driven by our digital
wallet strategy for commerce and payments in our various
venues across the Bay Area, as well as how we house a lot of
our loyalty and member benefits packages. We're extremely
excited about our future. The future is teal. And with Everi, we're
poised to deliver even more unforgettable experiences to our

fans.”



https://www.everiviewpoint.com/post/beon-venue-case-study-san-jose-sharks
https://www.everiviewpoint.com/post/beon-venue-case-study-san-jose-sharks
https://www.everiviewpoint.com/post/beon-venue-case-study-san-jose-sharks
https://www.everiviewpoint.com/post/beon-venue-case-study-san-jose-sharks
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< (Cna m‘ﬂ < Cinca

VGKPAY |
My Wallet S Vegas Golden Knights
VISA % >

Expires 01/30

“‘We’re always looking for new ways to iterate with the evolving wor

Full Season >
“ 20% Retail/10% F&B

Add a credit card to make

purchases today! ‘ R not only from the consumer side, but the technology side as well.
. T We're always looking to do things differently... [Everi has] brought
o ttuj to a different space within the digital ecosystem... | can’t wait to see
e what the future holds because where we are now will not be where

> we are 12 months from now. There’s a lot of providers out there an

think they are at the top of the list right now.”

Vegas Golden Knights Announce "VGKPay" Mobile Wallet
in Partnership with Everi to Enhance Fan Experience
(NHL.com : Press Release)



https://www.nhl.com/goldenknights/news/vegas-golden-knights-announce-vgkpay-mobile-wallet-in-partnership-with-everi-to-enhance-fan-experience
https://www.nhl.com/goldenknights/news/vegas-golden-knights-announce-vgkpay-mobile-wallet-in-partnership-with-everi-to-enhance-fan-experience

Thank you for listening

Connect with me on LinkedIn

2
Asim Thakker
Tech Executive | Driving Engineering Scale &

Global Product Delivery
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