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InCountry 
introduction

➜ Thesis: data deglobalization

➜ Founded 2019

➜ Peter Yared, Founder and CEO

◉ CTO/CIO of CBS Interactive

◉ CTO of Sunʼs application server and identity 
divisions

◉ Founded 6 enterprise infrastructure companies 
acquired by Sun, VMware, Citrix, Oracle, Sprout, 
and Prograph

➜ Raised $50 million

◉ International investors: Arbor Singapore), 
Mubadala UAE, GFC Germany)

◉ Silicon Valley investors: Caffeinated, Felicis, 
CRV

◉ Strategic investors: Accenture, Bloomberg
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FName: Z****
LName: H****
Phone: +86 XXXX XXXX
E-mail: fe314d1fd@cn.incountry.io
City: Beijing

➜ Secure digital twins maintain 
identity in a country with cloaked 
fields in global IAM

➜ Avoid regulatory barriers and cost 
of cross-border data transfers

➜ Simpler and more efficient than 
federating multiple orgs across 
countries

➜ Available in countries without an 
identity system region or cloud

➜ Solutions for both Customer and 
Workforce identity

FName: Zheng
LName: Han
Phone: +86 6377 3267
Email: zhan@acme.cn
City: Beijing

InCountry Profile Data Residency: secure digital twins extend
identity systems to isolate identity fields in other countries
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➜ Similar to CASB or WAF with average 
100ms transit

➜ InCountry multi-tenant

➜ InCountry single-tenant on any cloud

➜ AWS Outposts

➜ On-premises with two hosts

Deployed as secure edge service with flexible deployment options
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Deployed by highly regulated 
customers

Approved by the most 
demanding regulators

Hosted by fully
sovereign partners

InCountryʼs proven cross-border data isolation technology
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Deep compliance and security both locally and globally
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InCountry Profile Data Residency fully isolates identity profiles 
within a country

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn
City: Beijing

WSO2Application

FName: Z
LName: H
Phone: 86 XXXX XXXX
E-mail: fe31...@cn.incountry.io
City: Beijing

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

In the country Out of the country

Digital Twin Vault

Data Cloaking

Identity C
loak

Login/Register UI Proxy

Authorization Proxy

API/SCIM Proxy

Email/SMS Proxy

Cloaked
IdentityIdentity

United StatesChina
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InCountry Profile Data Residency fully isolates identity profiles 
within a country

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn
City: Beijing

WSO2Application

United StatesChina

FName: Z
LName: H
Phone: 86 XXXX XXXX
E-mail: fe31...@cn.incountry.io
City: Beijing

Identity

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

Digital Twin Vault

Data Cloaking

Identity C
loak

Proxy
averages

100ms
transit

In the country Out of the country

Cloaked
Identity



Proprietary & Confidential  |  All rights reserved 9

[{

Secure digital twin is managed 
within the country

Cloaked data
outside the country

Keep ID 1235124

Hash FName f6bf870a2a5bb6

Hash LName 729785a36f89d3

Token Email 5367dch3@incountry.de

Mask Phone 48 30 XXX XXXX

Mask Street 123 XXXX

Keep City Frankfurt

Keep State/Province Hessen

Keep Country Germany

Keep Postal Code 10115

In the country Out of the country United States

Uncloaked Cloaked

Germany

Digital Twin Vault

Data Cloaking

FName: Dieter
LName: Schmidt
Phone: 49 69 123 2153
Email: dschmidt@acme.de

Data Cloaking masks, tokenizes, or hashes default and custom 
profile fields

ID 1235124

FName Dieter

LName Schmidt

Email dschmidt@acme.de

Phone 49 69 124 2153

Street 123 Akazienstrasse

City Frankfurt

State/Province Hessen

Country Germany

Postal Code 10115
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Global
IAM

Login and registration widgets go through InCountry’s proxy to 
cloak identity

United States

zhan@acme.cn

********

fe314d1fd@cn.incountry.io

********

China

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

In the country Out of the country

Digital Twin Vault

Data Cloaking

Login/Register UI Proxy

API/SCIM Proxy

Cloaked
IdentityIdentity

Authorization Proxy

Email/SMS Proxy
WSO2

Identity C
loak
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fe314d1fd@cn.incountry.io

********

fe314d1fd@cn.incountry.io

********

fe314d1fd@cn.incountry.io

********

User selects country 
of origin

Four ways to identify user country

Auto detect IP address

khaled@acme.sa

********

User country of origin is 
pre-selected based on IP 
and modifiable by user

User country of origin is 
displayed and pre-selected 

based on IP and not modifiable 
by user

1. 2. 3. 4.

khaled@acme.sa

********

fe314d1fd@cn.incountry.io

********

fe314d1fd@cn.incountry.io

********

fe314d1fd@cn.incountry.io

********
khaled@acme.sa

********

fe314d1fd@cn.incountry.io

********

fe314d1fd@cn.incountry.io

********

fe314d1fd@cn.incountry.io

********
khaled@acme.sa

********
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InCountry Profile Data Residency’s proxy compatible with 
SDK-driven sign-in flow

United States

ACME

zhan@acme.cn

******** WSO2

FName: Z
LName: H
Phone: 86 XXXX XXXX
E-mail: fe31...@cn.incountry.io
City: Beijing

China

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

Digital Twin Vault

Data Cloaking

Identity C
loak

Login/Register UI Proxy

API/SCIM Proxy

Identity

Authorization Proxy

Email/SMS Proxy

In the country Out of the country

Cloaked
Identity
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Compatible with external IdP login including WeChat in China

United States

ACME

zhan@acme.cn

******** WSO2

FName: Z
LName: H
Phone: 86 XXXX XXXX
E-mail: fe31...@cn.incountry.io
City: Beijing

China

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

Digital Twin Vault

Data Cloaking

Identity C
loak

Login/Register UI Proxy

API/SCIM Proxy

Identity

Authorization Proxy

Email/SMS Proxy

In the country Out of the country

Cloaked
Identity
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Global
IAM

Email and 
Profile

United States

InCountry Email provider proxy handles MFA without revealing 
Email address

fe314d1fd@cn.incountry.io 

To:

ACME - Password Reset Requested

Hi Z***,

China

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

In the country Out of the country

Digital Twin Vault

Data Cloaking

Identity C
loak

Login/Register UI Proxy

API/SCIM Proxy

Cloaked
Email

Authorization Proxy

Email/SMS Proxy

zhan@acme.cn

To:

ACME - Password Reset Requested

Hi Zheng, 
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United States

InCountry SMS proxy handles MFA without revealing phone 
number

44 30 2455 1245 44 1234 5678

China

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

In the country Out of the country

Digital Twin Vault

Data Cloaking

Login/Register UI Proxy

API/SCIM Proxy

Cloaked
Phone Number

Local 
SMS

Authorization Proxy

Email/SMS Proxy Identity C
loak

InCountry global
SMS dispatcher

REST API

WSO2
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In the country Out of the country

Cloaked
JWT

Authentication and authorization are handled by IAM with 
InCountry adding claims with profile data fields within the country

Uncloaked
JWT

{
  "name": "johndoe",
  "email": "johndoe@company.com",
  "preferred_username": 
  "johndoe@company.com",
  "firstName": "John"
}

Signed by InCountry
Authorization Proxy
with customer key

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

Digital Twin Vault

Data Cloaking

                                                 Identity C
loak

Login/Register UI Proxy

API/SCIM Proxy

Authorization Proxy

Email/SMS Proxy

United StatesChina

Can be implemented as 
customer-owned cloud 

function and secrets manager 
in target country

Signed by IAM
with customer key

{
 "name": "7d09abd557a8c999496d",
 "email":     
 "db8e8f01e4a65e0e14d4@redactedemail.com",
 "preferred_username": 
 "db8e8f01e4a65e0e14d4@redactedemail.com",
 "firstName": "0ef0f42f4b68f03e1027"
}
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InCountry AgentCloak cloaks JWT claims and MCP prompts and 
resources and uses secure digital twins to uncloak responses

WSO2

JWT

{ "firstName":"Josef",
  "lastName":"Frank",
  "email":"jfrank@acme.de",
  “pref_username":"jfrank@acme.de"}

Prompt

"Hi, I’m Josef. How much Zycotamin 
should I take? I am a man, age 37, 
and I weigh 168 pounds.

MCP Client MCP Server

JWT

Response

Hi Josef, the dose for a man aged 37 
weighing 168 pounds is one .5mg pill 
every four hours. Please consult 

with your doctor.

Response

Hi 7d09abd557a8c9994934, the dose 
for a man aged 30-39 and I weigh 
160-175 pounds is one .5mg pill 
every four hours. Please consult 

with your doctor.

JWT

 { "firstName": "7d09abd557a8c9994934",
   "LastName": "0ef0f42f4b68f03345e",
   "email": “db8e8f01e4a61ac54
             @de.incountry.io",
   "pref_username": "db8e8f01e4a61ac54
                    @de.incountry.io"}

Prompt

"Hi, I’m 7d09abd557a8c9994934. How 
much Zycotamin should I take? I am a 
man aged 30-39 and I weigh 160-179 
pounds."

Digital Twin Vault

AI Data Cloaking

MCP Proxy

Authorization Proxy

FirstName: Josef
LastName: Frank
Email: jfrank@acme.de
PrefUsername: jfrank@acme.de
Age: 37
Weight: 168 lb
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In the country Out of the country

Cloaked
Identity

United States

Applications continue to use SCIM 2.0 and vendor APIs to access 
identity data

France

FName: Zheng
LName: Han
Phone: 86 6377 3267
Email: zhan@acme.cn

Digital Twin Vault

Data Cloaking

                               Identity C
loak

Login/Register UI Proxy

API/SCIM Proxy
Identity

Authorization Proxy

Email/SMS Proxy

WSO2
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User provisioning in local Identity System de-identified in global 
Identity System

United StatesIn the country Out of the country

Identity

Saudi Arabia

Active Directory 
trigger

Local IAM

FName: Ahmed
LName: Akbar
Phone: 966 6377 3267
Email: aakbar@acme.sa
City: Riyadh

Cloaked 
Identity

Local CRM

FName: Ahmed
LName: Akbar
Phone: 966 6377 3257
Email: zhan@acme.cn

Digital Twin Vault

Data Cloaking
                                                            Identity C

loak

Login/Register UI Proxy

API/SCIM Proxy

Authorization Proxy

Email/SMS Proxy

WSO2

FName: A
LName: A
Phone: 966 XXXX XXXX
E-mail: fe31...@sa.incountry.io
City: Riyadh

Provision 
with full 
identity
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➜ Solution does not require identity 
systemʼs admin portal to implement 
InCountry API

➜ Works with identity systemʼs 
existing admin portal and 
authentication

➜ Search and advanced search with  
unredacted data

➜ Manage groups and rules with 
unredacted data

➜ Add new users and redact data in 
the country

Chrome extension enables admins in a country to see 
unredacted data
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➜ Accessible within the country

➜ Contain no PII so can be 
transported out of the country to a 
global SIEM

➜ IP, IMEI, UDID typically not 
consider PII but can also be 
de-identified as needed

➜ 30 day default SOC 2/ISO 27K 
that can be extended to 365 days 
PCI DSS

Comprehensive logging of all activity
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FName: Z****
LName: H****
Phone: +86 XXXX XXXX
E-mail: fe314d1fd@cn.incountry.io
City: Beijing

➜ Secure digital twins maintain 
identity in a country with cloaked 
fields in global IAM

➜ Avoid regulatory barriers and cost 
of cross-border data transfers

➜ Simpler and more efficient than 
running multiple orgs in each 
country

➜ Available in countries without an 
identity system region or cloud

➜ Solutions for both Customer and 
Workforce identity

FName: Zheng
LName: Han
Phone: +86 6377 3267
Email: zhan@acme.cn
City: Beijing

InCountry Profile Data Residency: secure digital twins extend
identity systems to isolate identity fields in other countries



InCountry Data Residency
for Apps
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[{

FName: Dieter
LName: Schmidt
Phone: 49 69 123 2153
Email: dieters@acme.de
City: Frankfurt

In the country Out of the countryGermany United States

Uncloaked
data

Cloaked
data

Application 
Frontend

WSO2
API Gateway

FName: D
LName: S
Phone: 44 XXXX XXXX
E-mail: fe3!...@de.incountry.io
City: Frankfurt

Deep edge services fully isolate data within a country

FName: Dieter
LName: Schmidt
Phone: 49 30 123 2153
Email: dieters@acme.de

Digital Twin Vault

Data Cloaking

Files

Functions

Search

CRUD

Email/SMS Proxy

REST API

Web Services Proxy

Data C
loaking
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[{

LeadID 32462
FName: Dieter
LName: Schmidt
Email: dieters@acme.de

In the country Out of the country

1. /create 
2. /create 
Cloaked)

3. Success
Lead ID  32462

InCountry’s web proxy cloaks/uncloaks sensitive data and maintains 
a secure digital twin vault

Germany United States

Web Service requests are routed
through the Web Service Proxy

/lead/create
FName: “Dieter ,ˮ
LName: “Schmidt ,ˮ 
Email: “dieters@acme.de ,ˮ 
LeadSource: “Conferenceˮ}

 Sensitive fields are
masked, tokenized, or hashed

/lead/create
FName: “DSe321343242f ,ˮ
LName: “SDFwergvsd235 ,ˮ
Email: “gt6y5gfthy54@de.incountry.io ,ˮ 
LeadSource: “Conferenceˮ}

WSO2
API Gateway

Digital Twin Vault

Data Cloaking

Web Services Proxy

CRUD

4. Success
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[{

1. Create record with protected fields empty or dummy data

2. Success Lead ID  32462

5. Update record with cloaked values

InCountry’s REST API directly maintains digital twins

/lead/update
FName: “DSe321343242f ,ˮ
LName: “SDFwergvsd235ˮ}

Germany United States

LeadID 32462
FName: Dieter
LName: Schmidt
Email: dieters@acme.de

Digital Twin Vault

Data Cloaking

REST API

WSO2
API Gateway

4. Returns cloaked values FName = DSe321343242f, LName = SDFwergvsd235 

3. Write values to digital twin

In the country Out of the country

CRUD

/lead/create
FName: “Dieter ,ˮ
LName: “Schmidt ,ˮ
LeadSource: 
“Conferenceˮ}
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WSO2
API Gateway

User interacts directly 
with application

Application uses REST API to read and write 
regulated data to the country, or uses Web 

Services Proxy to proxy microservices

Realtime replicated residency model: REST API or Web Services Border to 
replicate regulated data to countries

In the country Out of the countryChina United States

End User

FName: Zheng
LName: Han
Email: zheng@acme.com
City: Beijing

LeadID 32462
FName: Dieter
LName: Schmidt
Email: dieters@acme.de

Digital Twin Vault

Data Cloaking

REST API

CRUD
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[{

Secure digital twin is managed 
within the country

Cloaked data
outside the country

ID 1235124

FName Dieter

LName Schmidt

Email dschmidt@acme.de

Phone 49 69 124 2153

Street 123 Akazienstrasse

City Frankfurt

State/Province Hessen

Country Germany

Postal Code 10115

Keep ID 1235124

Hash FName f6bf870a2a5bb6

Hash LName 729785a36f89d3

Token Email 5367dch3@incountry.de

Mask Phone 48 30 XXX XXXX

Mask Street 123 XXXX

Keep City Frankfurt

Keep State/Province Hessen

Keep Country Germany

Keep Postal Code 10115

In the country Out of the country United States

Uncloaked Cloaked

Germany

Data Cloaking masks, tokenizes, or hashes protected data fields

Digital Twin Vault

Data Cloaking

FName: Dieter
LName: Schmidt
Phone: 49 69 123 2153
Email: dschmidt@acme.de



AgentCloak 
Features
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User

AI Agent
I am a man aged 37 

and I weigh 168 
pounds

How much 
Zycotamin should I 

take? 

With AI, even simple queries can require personal information

3.

Please tell me your 
gender, age, and 

weight

2.

The recommended 
dosage for age 37 

and 168 pounds 
dosage is 1 pill every 

4 hours

4.

1.

WSO2
AI Gateway

User
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How much 
Zycotamin should I 

take? 

I am a man aged 37 
and I weigh 168 

pounds

AgentCloakʼs trained AI cloaks PII, PHI health, and PCI DSS 
financial data prior to sending to an AI server

Please tell me your 
gender, age, and 

weight

WSO2
AI Gateway

User

The recommended 
dosage for age 

3039 and 160175 
pounds is 1 pill every 

4 hours

3.

2.

5.

1.

AI Data Cloaking I am a man aged 
3039 and I weigh 

160175 pounds

4.

The recommended 
dosage for age 37 

and 168 pounds is 1 
pill every 4 hours

6.
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AI Agent

I have a headache.

AgentCloakʼs trained AI detects and generalizes complex text like 
health condition PHI

So sorry to hear you 
have a minor 
neurological 

condition.
Have you tried 

taking aspirin or a 
similar over the 

counter medication?

1.

3.

So sorry to hear you 
have a headache.

Have you tried 
taking aspirin or a 

similar over the 
counter medication?

4. WSO2
AI Gateway

User

I have a minor 
neurological 

condition.

2.

AI Data Cloaking
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AI Agent

Hi, my name is Josef. 
I have a headache.

Hi, FB33D234A1.
So sorry to hear you 

have a minor 
neurological 

condition.
Have you tried 

taking aspirin or a 
similar over the 

counter medication?

1.

3.
Hi Josef, so sorry to 

hear you have a 
headache.

Have you tried 
taking aspirin or a 

similar over the 
counter medication?

4. WSO2
AI Gateway

User

Hi, my name is 
FB33D234A1. I have 
a minor neurological 

condition.

2.

AgentCloak maintains a secure digital twin of the userʼs data

Name: Josef
Condition: Headache

Digital Twin Vault

AI Data Cloaking
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User
Name: Zheng Han
DoB 9/3/1987
Weight: 168 lb

Sovereign AI Cloaking

Sovereign Digital Twin Vault

United StatesIn the country Out of the countryChina

Hi, Iʼm Zheng. I 
have a headache.

Name: FB33D234A1
DoB 1987
Weight: 160180 lb

Hi, Iʼm
FB33D234A1. I have a 

minor neurological 
condition.

1. 2.

AgentCloak Cross-Border fully isolates PII, PHI, PFI within a 
country, powered by InCountry data residency

WSO2
AI Gateway
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AgentCloak uses InCountry Data Residency and the most 
regulator friendly Sovereign AI in each country

Sovereign
RAG

Sovereign
Digital Twin Vault

AI Data
Cloaking

      UAE
Falcon-H1

        Germany
Mistral 3.5

         Saudi Arabia
ALLaM 34B

       China
Qwen4
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WSO2
AI Gateway

User

Sovereign AI Cloaking

我头疼

Sovereign AI can translate to and from the local language 
including local dialects and slang

Have you tried taking 
aspirin or a similar 
over the counter 

medication?

I have a minor 
neurological 

condition.

1. 2.

3.

您是否尝试过服用阿司
匹林或类似的非处方

药？

4.

In the country Out of the country United StatesChina



Thank you!

peter@incountry.com


