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Overview

01 What B2B CIAM is — and why it matters more than you think

02 Why building B2B apps breaks the IAM tools you already know

03 The WSO2 answer: organizations as first-class citizens

04 Securing a B2B SaaS app, end to end — built with Next.js + Asgardeo

05 Beyond humans: exposing AI agents as a service



git clone https://github.com/wso2con/2026-AUS-iam-tutorial-2  
to follow up

  

https://github.com/wso2con/2026-AUS-iam-tutorial-2
https://github.com/wso2con2024/iam-tutorial


Customer Identity and Access Management

B2B Core B2C

●Organization management 
●Delegated administration 
●Organization level branding 
●Organization level login 
more..

● Authentication 
● Authorization 
● Provisioning 
● SSO / SLO 
● Identity Federation 

more..

●Social login & registration 
● Identity Verification 
●Progressive profiling 
●Self managed profiles 
more..
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CIAM for B2B Interactions
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Customer

▶ Business relationship 
modeling

● Delegated administration for 
organizations

● Multiple organization access 
with a single user identity

● Custom login journeys per 
organization

● Connect organization’s Identity 
Provider

● Branding for  partner 
organizations

● Subscriptions with selective 
application sharing

● Subscriptions with selective 
role sharing
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Requirements and Challenges in B2B Application Development
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Securing a B2B SaaS 
Application
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● Test 



Wayfinder
(Next.js)

Asgardeo

Travel Policy API
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(3) Grant access
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booking
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authorization
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Demo
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AI Agents as a 
Service
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B2B AI Agent  - On behalf of User

AI Agent Asgardeo

Tools / MCP

All organizations  ·  OAuth 2.0 Bearer

Flight Search API

Search routes & pricing

● SECURED

Flight Booking API

Book, cancel & reschedule

● SECURED

Flight Management API

Manage fleet & reporting

● SECURED

1) Book Ticket

2) Request 
Authorization as 
User

OBO 
Token3)

4) Invoke Tools On 
behalf of User OBO 

Token
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B2B CIAM Roadmap 
Highlights



B2B CIAM Roadmap Highlights - 2026 and 2027

● Flow orchestration for organization onboarding, including an out-of-the-box self-organization 
onboarding portal

● Extend webhook event capabilities to support B2B use cases
● Enhance user impersonation capabilities (B2B SaaS provider impersonate customer/partner 

users)
● Enhance identity resource sharing and inheritance for scenarios beyond B2B SaaS offerings:

○ Identity Provider Sharing
○ Notification Senders
○ SaaS application login flow

● Ability to enrich user tokens with selective organization metadata
● Native support for customer/partner organization access requests and approval grants through 

multi level workflows



Question Time!



Thank You!


