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The IAM-AI Triad

Al FOR IAM

Al enhances identity
and access management

57 Q Risk & anomaly detection

il Behavioral analytics
Compliance automation

,% Access recommendations

IAM FOR Al IAM VS. Al

|AM provides identity, s . Al introduces new identity
governance and guardrails TRUSTED risks that IAM must

for Al systems | DENTITY detect and defend against

Al agent identity Rogue agents
Fine-grained access
Al governance

Lifecycle management 3 y .\ /‘7’ A\ 4

Delegated authority

Identity abuse

Deepfakes
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|IAM for Al
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IAM for Al

Inside Your Company Outside Your Company (Suppliers)

Your Al agent works
ﬁ l : ' on your behalf to run
E ’ E procurement end-to-end. Supplier A
Negotiate, confirm
;

Your Company LS and deliver orders
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i
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Orders

1
I
|
|
|fT! j o Supplier B
¢  Create &place orders Uit thig é mm Negotiate, confirm @
: and deliver orders
@5 Deliveries )
Track & manage deliveries : :
: ! v Supplier C
—— Payments 4' : =il 5 Em Negotiate, confirm @
e " 1 ' and deliver orders
rocess & reconcile payments | 1
| 1
: Procurement !
@ Suppliers | ; Al Agent : Supplier D
Analyze & manage suppliers P @

e é mﬂ Negotiate, confirm
and deliver orders

Your next multi-million dollar customer could be an Al Agent



Al is changing the enterprise landscape!!
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Sources: Gartner Press Release.


https://www.gartner.com/en/newsroom/press-releases/2025-06-25-gartner-predicts-over-40-percent-of-agentic-ai-projects-will-be-canceled-by-end-of-2027

Identity Explosion Meets Cloud + Al

@ INCEPTION (EARLY DAYS) 0 TODAY (DIGITAL EVERYWHERE) TOMORROW (INTELLIGENT & AUTONOMOUS)

Cloud + Everything Al-Native World
Identity is everywhere Identity is autonomous, contextual & continuous
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On-Premise World
Identity was simple and static
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Agent ID is seen as an Evolution of Machine IDs




Identity-first Security

Application Infrastructure

\ Endpoint ‘
o\ security
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operations
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Governance for Al Agents
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Delegated Administration for Agent IDs
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Agentic IAM Protocols

e On-behalf-of (OBO) Flow e ABAC, ReBAC and RAR
e MCP e CIBA
o A2A e Workload federation and

token exchange

e Dynamic client registration e Secure Vault



Other Emerging Protocols

(AGNTCY/ HNP

Agent Network Protocol

Internet of Agents

VISA pi

Trusted Commerce Protocol Agentic Commerce Protocol

Google

NANDA Project Agent Payments Protocol

N
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Al Agent Protocol
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1l E T F
A URI-Based Framework
for Interoperable Agents
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Deep fakes and Al powered attacks are growing concerns

Data breach due to
workforce phishing

Data breach due to
workforce social engineering

Data breach due to
Malware and ransomware

Distributed derival-of-service
DDoS

Deep fakes impersonating
employees or temporary workers

Data breach due to attacks
powered by Al tools

Source: Datos Insights - Financial Crime and Cybersecurity Forum
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Deep Fake Attacks

E@T' DEEP FAKE ATTACKS

It |

ATTACK ON = SOCIAL ENGINEERING
BIOMETRICS ATTACK

VOICE FACE AUDIO CALL VIDEO CALL
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Deep Fake Voice Detection

lIElevenLabs

Clone your voice in every
language, in minutes

@ Create anew voice

Upload a short recording and get a voice clo

t sounds just like you
ts, audiobooks, and more in 70+ languages

Prodi

s, videos, podc

with zero production time.

.»1” MN “’*‘"*W"'W“II i ‘ © Mo credi cord required

© Join 7,500,000+ teams and creators

© Cancel anytime

© seeitinaction

ne nsiderable time and cuts
down on costs associated with traditional voice
actors. Incredibly useful, especially in creating
voiceovers for my TikTok and Instagram videos.

@ Chester M. & Verified G2 review



Deep Fake Voice Detection
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ANALYSIS OF SPECTRAL FEATURE- DEEP NEURAL MACHINE
PERCEPTUAL FEATURES BASED DETECTION NETWORK VISION
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Amplitude Pitch Cadence  Others /\\ | O 10 . @ o
Range Deviation \e ||I| "Ih 5\7 O ' O O L ]
Spectral Spectral Spectral
Centroid Contrast Flux
Signal processing analysis of ML-based analysis of features Training on huge datasets to Translation of audio
amplitude range, pitch deviation, such as spectral centroid, allow the DNNs to learn and spectrograms into images
cadence and others. contrast and flux. identify artefacts used for which are then classified using

inference/classification. vision-based ML or DNN models.




Multi-layered Defense for Voice

e Caller ID Spoofing

e IMEI Spoofing

e Sim Swap detection

e Phone/identity correlation
services



Face Deep Fakes

Presentation attacks

Fraudulent artifact is
presented to the physical
sensor (camera).

Injection attack

Digital content is introduced
into the IDV process by-
passing the physical sensor
(camera).




Deepfake Face Detection

n IMAGE FEATURES

Analyzes visual cues and inconsistencies
present in the face and surrounding context.

and temporal relationships.

Facial landmark
alignment and
mobility

CNNs

Detect pixel-level anomalies

Blink analysis

Inconsistent or
repeated
backgrounds

| clothing /
glare / shadows

RNNs
Detect temporal inconsistencies
between frames

ISO: 30107-3:2023

9 NEURAL NETWORKS

Deep learning models learn complex patterns
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GAN / DIFFUSION
FINGERPRINT DETECTION

Identifies subtle traces left by generative models
in both frequency and spatial domains.

Frequency Domain
(Noise Pattern)

Generated Face

g Spatial Domain
T (Micro-patterns)

=

Detects invisible fingerprints and artifacts
m that are difficult for the human eye to see.

CEN/TS 18099:2025



Multi-layered Defense for Face

o DEVICE & BEHAVIORAL e EMULATOR DETECTION
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Social Engineering against Employees

Al ANALYSIS DASHBOARD

@ Secure Meeting

FACE ANALYSIS
Facial movements

[ vipeo sTREAM

VOICE ANALYSIS

Voice patterns

-llllu- AUDIO STREAM
5 t & inconsistencies

BEHAVIOR ANALYSIS

(2 BEHAVIOR DATA
Behavioral patterns

& interaction signals

SECURE ANALYSIS ENGINE
Al/ML models analyze live streams
for deepfakes, synthetic media
and anomalous behavior.

DEEPFAKE / Al BOT DETECTED
Risk Score: HIGH

SUSPECTED Al BOT

& (=

Participants

A PARTICIPANTS ALERTED

Al DEFENSE BOT MONITORS THE CALL 1
o Z Suspicious participant
o -~ ' { detected in the call.
s L A\ . Please stay vigilant.

A AuerT A ALerT A ALerT A ALert
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GenAl Fit for Purpose

Criteria

Fit for GenAl

Can be done well (enough) by humans

Priority is acceleration

Requires clear human accountability

Somewhat

Priority is quality

Somewhat

Requires real-time or near real-time responsiveness

eNo

Requires deterministic decisions

eNo




Where GenAl is not fit for purpose

%

Authentication Authorization

.ﬂ @ Requires high performance @ @ Requires high performance
X 2

@ Must be a deterministic decision @ Must be a deterministic decision




GenAl Use Cases in IAM

553

Access modeling

Approval
recommendations )18

& =
vosen L
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Integrations

-
o

Automation v Report generation

Compliance



Machine Learning for Continuous Risk-based Authentication

movement, interactions

User Behavior
/ Typing pattern, mouse
Transaction \\

Behavior E m Device Health
Actions, data access S OS updates, security
transa'ction amount' S g7 status, configurations
- Session S
Network | ‘= Active Q Location
Ll
Wi-Fi. VPN. ISP . IP address, geo-location,

- travel activity
network reputation \ /

Time & Frequency

Time of access, session
duration, access frequency



The Identity Fabric

i ¢ N Functions if Provides
Policy Enforcement Encryption

' + and Trust
' \ (O Tools Woven Together

Q Principles and Location

i ) “a\‘g_ed/
Discovery and ghete alized Identity Storage
Ownership ! ]
" users | /| services
1 Humans 4 . ¢ ' =
x|
. 0.0 [ ]

ARA Standard
Customers . Services
Employees z ‘ E ‘

a3 o ' Non-Standard
+8 [Sas] = ' Services
Partners Vendors F ;
.\ Machines ! ;
'y : APls ‘

Workloads 1

Devices N \ . Infrastructure
) Entitlement
Continuous . ’° Management
Session Identity
Management \ ' Onboarding
Adaptive : /
Access . Identity Governance

’

“\ ,/ and Life-Cycle

*Source: |Identity Fabric - The Definition and its Architecture - Felix Gaehtgens, Gartner IAM Summit 2024, London
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Senior Enterprise Architect & Field CTO




