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This document describes a reference architecture for modern agile digital enterprises. This reference
architecture offers a logical architecture based on a disaggregated cloud-based model that can be
instantiated to create an effective and agile approach for digital enterprises, deployed in private, public or
hybrid cloud environments. In this paper we present the architecture, the approach to applying this
architecture, and existing approaches that fit into this architecture. The architecture defined in this paper can
be mapped to current architectures as well as used to define new architectures. It is designed to help

move from the "as-is" towards the "to-be".
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Introduction
Enterprise architecture has one main aim—to bring structure and organization to evolving systems, thus
enabling better maintainability, flexibility, and agility. Enterprise architects have the unending task of trying to
bring order to chaos. Over the past five years, a rapid shift has taken place in the agility of software
development and in particular DevOps. As a result, continuous integration and continuous deployment
(CI/CD) approaches have dramatically accelerated the time needed for new deployments of software projects
from months to weeks to days to hours. In many ways, enterprise architectures have struggled to adjust. This
reference architecture aims to enable an agile enterprise by increasing the agility at the project level and take
it to the enterprise level.
This architecture is based on experience working across hundreds of projects on building digital systems. It
also offers a forward-looking view aimed at addressing emerging challenges. The aim of this architecture is
to enhance agility at the enterprise level. We define agility as the ability of an organization to respond
effectively and in good time to changes in the business environment, in customer requirements, or in
enterprise strategy. Agility is not just about one-time changes. It’s about ongoing, repeated adaptation to
meet the challenges of the enterprise. In creating agility, we assert that four properties are key:


Scalability: The ability to deal with changing workloads by utilizing available resources and effectively
maintaining a service level. Modern cloud infrastructure allows components, such as containers, to be
scaled effectively, provided they are designed in the correct manner.



Modularity is the idea that components of the architecture are versioned, replicable, and have welldefined interfaces. It is about exposing the right interfaces into a versioned system as well as hiding the
details of the internal workings.



Composabilityis about creating a recursive and uniform architecture where new components and
capabilities add to the overall platform in a seamless way. For example, adding business logic in a web
page makes it hard for other systems to build on top of that logic, whereas adding the same logic to an
API allows web applications, mobile apps, and other server-based systems to access that logic.



Governance is about building managed, monitored, resilient systems and ensuring that organizational
policies are enforced.
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The rest of the this paper is structured as follows:


Section 1: Introduces the overall abstractions used.



Section 2: Introduces to the units of an enterprise architecture.



Section 3: Defines the new reference architecture. This includes a mapping to a real-world example.



Section 4: Discusses structured agility and looks at how the reference architecture augments an
iterative architecture.



Section 5: Looks at how the reference architecture supports enterprise features.



Section 6: Examines the overall picture by describing the agile business from the business architecture
point of view.
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Section 1: Abstractions
User
A user is a human interacting with the system. Users can be external customers
of the organization, internal employees, or partners.

Component

A component is the atomic unit of this reference architecture. A component
represents a process or business logic running in a container, serverless
environment, or an existing runtime. This can then be categorized into many
subtypes based on the functional capabilities. A component is designed based
on a specific scope, which can be independently run and reused at the runtime.
Runtime requirements and the behavior of the component vary based on the
component type and the functional capabilities. The user may decide to build
and run the code as a service, function, or microservice, or choose to reuse an
existing legacy service based on the architectural need.
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Component Types: Main Categories

Legacy and data services

Microservices and serverless
components

Gateways and brokers







Databases
Existing systems
Registries and repositories
User stores
Business processes

 Core business logic
 Aggregation and service
composition
 Transformation
Exposed APIs, events, and streams
Policy enforcement points
Message brokers
Identity brokers and identity
gateways
 Sidecars and bridges





External endpoints

 Access using APIs, events, and
streams
 Cloud systems and SaaS

Front end clients

 Mobile apps
 Reactive apps
 API consumers

Governance and utilities

 Registry
 Observability
 Automation tools
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Section 2: Cell - The Units of an Enterprise Architecture
A cell is a collection of components, grouped from design
and implementation into deployment. A cell is
independently deployable, manageable, and observable.
Components inside the cell can communicate with each
other using supported transports for intra-cell
communication. External communication must happen
through the edge-gateway or proxy, which provides
APIs, events, or streams via governed network endpoints
using standard network protocols.
A cell can have 1:n components grouped. Components
inside the cells are reusable and can instantiate in
multiple cells. The cell should document its offers. The capabilities of a cell must be network accessible
endpoints. In addition, if the cell needs access to external dependencies, then these must also be exposed as
network endpoints through a cell-gateway. These endpoints can expose APIs, events, or streams. Any
interfaces that the microservices or serverless components offer that are not made available by the control
point should be inaccessible from outside the cell. Every component within the cell should be versioned. The
cell should have a name and a version identifier. The versions should change when the cell’s requirements
and/or offers change.
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Deep-dive into Cells

In this example, Cell-1 contains two microservices and a function operating with a microbroker and a
microgateway to fulfill the functionality. The function is communicating with a few external services running
outside the cell, and one microservice communicates with a cluster of external databases. The cell contains
local storage, which is required by the microbroker. The functionality of a microservice in this cell has been
extended by bringing a sidecar.
Cell-2 contains a cluster of relational databases exposed via a Java Database Connectivity (JDBC) endpoint.
Components in Cell-3 are running in a hypervisor-based virtualized environment with a few RESTful services,
an application server runtime, and a business process.
Cell-3 exposes its capabilities through an endpoint implemented via a traditional enterprise service bus (ESB)
or an API gateway.
The concept of a cell moves away from centralized a enterprise architecture to a decentralized architecture.
The segmented approach allows each cell to be independent and iterate individually.
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Section 3: Building an Agile Enterprise with a Cell-based
Architecture
One of the objectives of building a modern reference architecture is to enable adaptivity. Adaptivity is an
organization’s ability to respond to changes in the environment, overcome new challenges, and meet new
customer demands in an effective and agile way. The aim of the cell-based architecture is to create an
environment where new applications can be created from existing capabilities in a modular and iterative
approach. A well architected system of cells within the enterprise creates a platform for innovation. The use
of APIs, streams, and events ensures a consistent, effective model for building interactive and real-time
applications. Effectively, the logical cell-based architecture becomes the basis of an evolving platform for the
digital enterprise.

Evolution of the Cell-based Architecture: Emerging Architectural Patterns

Most enterprises follow a layered architecture with both service-oriented architecture (SOA) principles and
microservice architecture (MSA) concepts by grouping the services or microservices into a single layer in the
overall enterprise architecture. This approach makes each architecture layer a logically centralized set of
shared components that eventually becomes another silo.
First, we discussed a segmented architecture, which is created by dividing the layered architecture into small
segments based on the functional capabilities within each architecture layer [4]. However, that segmentation
is too high-level to enforce a decentralized, self-contained architecture unit. At the same time, microservices
are generally too fine-grained to be treated as an architecture unit. As a result, we are introducing the cell as
the architecture unit in this reference architecture.
Note: A layered architecture and the segmented architecture will be illustrated in two different papers for
organizations that are building systems using the same architecture models.
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Cell-based Architecture

As we discussed earlier, cell-based architecture goes beyond the traditional layered architecture and creates
a framework for decentralization. Cells can be categorized into a few subcategories based on the architecture
patterns used, the implementation, and the provider.
The first level of categorization is based on the provider. Cells owned by internal groups are treated as
internal cells, and the cells owned by external parties, such as partners and external service providers, are
treated as external cells.
Internal cells can mainly fall into one of three categories:


Legacy and monolith cells come from a service-oriented architecture (SOA), ESB-centric
implementations, legacy applications, and commercial off-the-shelf (COTS) systems.



Cells that contain microservice functions are designed using a microservices architecture (MSA) and are
deployed in containers.



End-user application cells represent applications, such as reactive web and mobile apps or API
consumer apps, such as Internet of Things (IoT) devices. These cells consume the functionality of other
cells using the three channels (APIs, events and streams) exposed by the cell gateways.
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 APIs provide an abstraction over everything that can be queried or activated.
 Events allow action in real time based on changes that occur in the environment, allowing work
to be triggered.
 Streams capture the ongoing evolving nature of the environment, allowing pattern
matching and analysis.

A common characteristic of the usage among the three different types of endpoints is subscriptions. An
application or a system is required to have an active subscription to send or receive messages/events from
applicable APIs, events, and streams. The difference is how the messages/events are delivered and the
underlying protocols used.
External cells represent endpoints exposed by the partners and the service provider ecosystem of the
organization. External cells can be a software as a service (SaaS) application, integration or API gateway
encapsulating a set of functionality provided by the external counterpart.
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Mapping Agile Enterprise to the Real-world: Order Management System, reference
implementation

The diagram above represents a real-world example using the cell-based architecture. For reference
purposes, we have only captured a portion of the entire architecture. This architecture follows the
fundamentals of cell-based architecture and is divided into multiple cells. Each cell contains different
components for building the expected functionality.
We identified three main categories of users in this order management system: customers, partners, and
employees. The end-user application cells contain an order management application, which can be consumed
by the users.
The employee cell represents the functionality needed by the employees associated with the system. It
exposes an API through the microgateway component residing at the edge of the cell. Employee data is
stored in the human resources (HR) system and local user stores, hence the employee cell connects with
those cells through the endpoints provided. Some of the activities executed by the employees need to be
stored in a log for computing compensation as well as an audit log. Therefore, the employee cell connects to a
cell that contains a cluster of relational databases via a data access endpoint. Employees also need to be
authenticated, so the cell uses a sidecar pattern to communicate with the identity system residing in the usestore cell.
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The order cell manages the core transactions created in the system, which are orders posted by customers,
employees, and partners. The order cell exposes an API for the application cells to consume. At the same
time, the order cell provides the ability to subscribe to the order status events using an event endpoint. The
order cell connects the order management system (OMS), which is a COTS system. The COTS system
provides an endpoint to execute remote functional calls (RPCs) in order to exchange data and the
functionality related to orders. The OMS cell falls into the legacy cell category.
The customer cell represents the customer-focused functionality. It connects to an internal legacy cell to
provide customer relationship management (CRM) capabilities. An external cell represents a SaaS-based
CRM system.
The promotions cell exposes the functionality using a streaming endpoint and lets the reactive order
application receive information about the campaigns offered by the organization.
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Section 4: Enterprise support of Cells
Inter and intra cell communication
This diagram brings the data plane and the control plane concept into the cell-based architecture. DP: Data
Plane, CP: Control Plane

Components in a cell are required to communicate with each other in a seamless way, which we call the
intra-cell communication. Cells in a system architecture are required to communicate with each other through
the edge-gateway, which we call the inter-cell communication. As a result, a control-plane and a data-plane
operate inside each cell along with a common control-plane and a data-plane outside the cells.
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Governance of Cell-based Architecture

The gateway is the control point for a cell-based architecture, which
provides a well-defined interface to a subset of APIs, events, and
streams. In this pattern, the gateway becomes the only access point
(endpoint) for the cell. As a result, the gateway acts as a policy
enforcement point, an observability touchpoint, and an enabler for
governance frameworks. Additionally, the gateway pattern helps to
implement architectures that comply with domain-specific,
technology, or business standards.

The gateway pattern mandates the entire internal and external communication flow through a set of defined
gateway clusters. Therefore, it is easy to enforce policies and capture the information required for observation
from these gateways. This approach increases the agility of the overall architecture because the
enforcements are introduced, managed, and maintained at the gateways without changing the rest of the
associated components in the ecosystem.

Security of Cell-based Architecture

Security of the cell-based architecture is an area that deserves more detailed coverage than is being offered
here. A future paper devoted to a security reference architecture for an agile enterprise is planned. However,
it is worth making a few high-level points here. The main point, which needs to be clear, is that the identity
and security domain within a cell may be distinct from the domain outside the cell. For example, the cell
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gateway may replace tokens that are valid outside the cell with alternative tokens that operate within the cell.
This is because the cell may need to operate its own security rules, policies, and approaches. This
encapsulation ensures that the cell can migrate without affecting the externals users.
However, some organizations may choose to operate a single continuous domain across multiple cells. The
above diagram shows two common security patterns. Pattern-1 offers a Security Token Service (STS) inside
the cell, and the local STS of the cell contains the required security metadata to authorize and authenticate
the incoming requests. STS is part of the local control plane; it stores the required policies and acts as a Policy
Decision Point (PDP). Pattern-2 connects to an identity provider (IDP) that resides in the conventional control
plane, which is stationed outside the cells. Primarily, we would like to emphasize that the cell-based
architecture can work on a local security model in the cell or extend to a federated security model (which is
common) by connecting beyond the boundary of the cell.
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Lifecycle and Versioning of Cells

The lifecycle of a cell is similar to a typical application lifecycle. Each cell can have its own lifecycle stages
based on the functionality, business criticality, and how the team owning the cell has organized the release
pipeline. As described in the above diagram, Cell-1 is pipelined with four lifecycle stages (development, test,
stage, and production) while Cell-2 contains three lifecycle stages (development, test, and production). A cell
can have multiple active versions at a given time due to the interdependencies cells create with other cells in
an enterprise. Each version of the cell contains a separate lifecycle and a release pipeline. As the above
diagram explains, Cell-2 has two versions: v3.00 and v2.70; while v3.00 has three stages, v2.70 has two
stages. By utilizing the modern container-based, cloud-native infrastructures pre-production stages can spin
up when required. As described in the diagram, v2.70 of Cell-2 does not have a "dev" phase (because it
assumes that development is completed), but it can spin one up if needed to rollout a required a bug fix or a
feature enhancement.
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Section 5: Structured Agility

One of the main advantages architects can gain from a cell-based architecture is the extended agility
provided by the cells and isolation compared to the traditional layered architecture. As mentioned before, the
cell-based approach divides the enterprise architecture into individual cells. As a result, there are three levels
of iterative architecture can enforce.


Level-1: Components inside each cell can iterate individually.



Level-2: Each cell can iterate independently.



Level-3: The enterprise architecture can iterate as a whole.

Even though most of the large enterprises try to follow an iterative approach, projects are pushed to an agilewaterfall model due to the size and complexity of the systems. The cell-based approach divides these larger
architectures into small chunks and facilitates iteration within. Each iterative step can version individually and
manage the dependencies by sticking to the principles of loose-coupling.
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Section 6: Agile Enterprise
"It is not the strongest of the species that survives, nor the most intelligent that survives.
It is the one that is most adaptable to change."
- Charles Darwin

Agile Enterprise Users
Customers: Today's consumer-driven culture has
empowered customers to demand the nature of the products
and services provided by service providers. Service providers
have to deliver and meet expectations to win and retain
customers. Switching service providers is a natural process
for consumers, so enterprises need to be agile, adaptive, and
innovative to win customers, meet their the expectations and
retain their loyalty. Setting up essential feedback channels as
well as capturing end-user behavior by enabling analytics
helps with understanding customer requirements.
Employees: Employees (AKA the digital workforce) are the
primary source for creating innovative ideas, design, and
implementation. Organizations need to create an open
culture and a platform that engages, empowers, and entrusts their employees. This enables employees to
build proof of concepts (PoCs), and prototypes, release an minimal viable product (MVP), and identify the
product market fit (PMF) rapidly using an iterative approach.
A podular architecture that results in functional, unit-based pods encourages each pod to be creative, build,
run, manage, and support the service offerings that the pod owns. This approach pushes pod members to the
edge and allows them to access customers directly. Digital giants in the market today, such as Amazon, eBay,
Netflix, and Uber, follow the podular organization structure and operational model to be agile [2].
Partners: A business cannot be isolated and operate alone. Connecting with other platforms is essential. We
call this ecosystem a partner network. An agile business should be able to connect seamlessly with its
partners, share their own business capabilities, and leverage the business capabilities offered by partners.
The composability of cell-based architecture increases the ability to expose the business functionality as
APIs. Business APIs act as the digital connectors, enable seamless connectivity, and create a framework to
quickly onboard partners.
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Agile Enterprise Platform
Governance: An organization might lose control and deliver low-quality output by operating without
governance. A light-weight governance framework that allows innovation and agility is essential. A few
practices that bring essential governance principles into a digital enterprise include:


Enterprise architecture patterns



Automation with continuous-integration and delivery



API-driven communication



Policy-driven access control

Having decentralized architecture, development, and deployment of the systems makes governance a
mandatory requirement.
Reference Methodology (RM): A correct execution model is the delivery vehicle to provide the expected
digital experience to consumers. An agile business quickly inherits new technology without affecting the
productivity of existing technology and people. Innovation labs and development go hand in hand, and agile
development methodologies enable an environment to experiment with new technologies. Proper
onboarding programs, evangelization activities, and hackathons help to bring new technologies into the
digital enterprise.
Reference Architecture (RA): A blueprint is required to start, plan, execute, and deliver agile applications.
The reference methodology will be built by referring to the reference architecture. Therefore, the reference
architecture is the core of an agile business model.
RA usage

RA creation

The diagrams above describe the process of creating a reference architecture and implementation using a
reference methodology.
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Agile Enterprise Runtime
Iterative and continuous: Even though there are many endpoints available, an organization is not required to
connect with all of them from day one. The integration architecture can follow an iterative approach by
identifying the essential endpoints and integration flows based on priorities set by the business and
consumers.
While building application, integration or API platforms, we have to consider another platform: the
automation platform. Test automation has been around for a while now, but automation has expanded to
cover a broader range of tasks associated with application development and delivery.

The automation platform is about building a pipeline that can take code or configuration from development to
run through a well managed automated process. Activities associated with the pipeline can vary from
organization to organization, but Figure 5 above defines a generic approach. Automation is key when
implementing innovative ideas and taking them to market rapidly. Automation creates an environment that
allows developers and integration engineers to focus on the application development and the value they can
provide for end-users while the automation framework takes care of the quality, compliance, and delivery of
applications.
Scaling and workload: Agile businesses need to scale and handle the workload based on various fluctuations
that can happen in the business. Scalability requirements are determined by user behavior, market changes,
or external factors, such as weather and political movements. The ability to scale and handle the workload is
vital behavior for an agile business.
Real-time: Users associated with an agile business (customers, partners, and employees) along with the
systems connected rely on real-time information exchange, primarily due to the digital needs and experiences
built around real-time data.
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Artificial Intelligence (AI): AI is a crosscutting concern in the agile business runtime. AI boosts the
adaptability and decision-making capabilities of the business by using technologies, such as logical AI,
pattern recognition, and heuristics. Capabilities provided by AI can be utilized in development environments
to increase the productivity of development teams, as well as increase the end-user experience by linking AI
with digital products. The cell-based architecture provides a framework to provide data for AI systems by
capturing usage data from the observations. Additionally, the decentralized architecture makes it possible to
plug in advanced AI features, such as automatic programming and genetic programming. Finally, AI has
become an accessible technology for any enterprise as a result of the open source offerings introduced to the
industry.
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Conclusions
Advancements in technology and changes to the business model are pushing enterprise architectures to be
truly agile. Traditionally centralized enterprise architectures no longer deliver on the expectations of the
business and consumers. Our approach creates a pragmatic reference architecture that addresses the
requirement for agility using a technology-neutral approach.
Microservice architecture is an excellent approach to building decentralized systems. However, microservices
are too granular when it comes to architecting larger systems and projects in the brownfield. The need for
decentralization is not limited to where various IT assets run and who owns and manages it. There is the
people aspect as well. An environment where innovative ideas come from every part of the organization and
decision-making is decentralized needs to be established. An enterprise architecture group can operate as
the center of enablement that brings life to these ideas and provides constructive feedback.
Identifying the boundaries and the size of the cells depends on the business domain, organizational structure,
skill set, and processes adhered to by the organization. Scaling the cells and providing high availability is part
of the infrastructure that deploys the cells.
Reference implementations using market-leading technology and a reference methodology to implement an
agile enterprise successfully will be discussed as a separate white paper in the future.
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