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“It takes 20 years to build a reputation 
and few minutes of cyber-incident to 

ruin it”

-  Stephane Nappo -
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Average cost of a data breach 
reached an all-time high in 2023 

(15.3% increase from 2020)

$ 4.45M

Source: IBM Security - Cost of a Data Breach Report 2023
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Bridging the Gap: The Need for Structured Defense

Source: IBM Security - Cost of a Data Breach Report 2023



Bridging the Gap: The Need for Structured Defense

5Source: IBM Security - X-Force Threat Intelligence Index 2024



Blueprint for  Structured Defense: Security Program
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Comprehensive set of 
policies, procedures, and 

measures designed to 
protect an organization's 
information, assets, and 
technology from cyber 

threats and vulnerabilities

“

”- Protection Against Threats -
- Compliance with Regulations -

- Business Continuity -
- Reputation and Trust -

https://app.diagrams.net/?page-id=66B3DbMMZHKctcaBfQab&scale=auto#G1ObsbvlOqDskW_l1bOkQdhQ0oDNfzwhJz


Foundation Layer
The core framework and fundamental component



● Today’s digital innovations are tomorrow’s cyber 
risks

● While innovation drives business forward, it also 
expands the threat landscape

● The challenge for security program is to safeguard 
critical assets without hindering innovation

● It's not just about protecting assets but enabling 
the business to achieve its goals securely
⦿ Balancing Business  Strategies, Risk and Innovation
⦿ Trust as a Competitive Advantage

Governance and Strategy
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https://app.diagrams.net/?page-id=-PtVQxnPmJEGqKY9bJIs&scale=auto#G1JUPlYi8qFvTQ9tysavLs9t0QWZFtBeD9


Policies and Procedures

● Backbone of any robust security program. 
Defining how an organization protects its 
information assets and meets regulatory 
obligations.

● Compliance posture is dynamic and should be 
proactive.

⦿ Regulatory requirements

⦿ Business strategy and innovation 

● Compliance should be ongoing 

⦿ Internal and external audits

⦿ Automation and continuous monitoring
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Policies and Procedures

Regulatory Adherence

Ethical Management

Risk Management

Adaptability

Beneficiary Assurance

Accountability

Transparency

RegulatorsTrusteesBeneficiaries

Financial 
Institutions

Legal SystemThe Public

TRUST

TRUST



Harmonize Security Measures with 
Policy Development 

Don't wait for perfect policies to start 
implementing security



Robust security begins with a 
solid architectural foundation.

Security is not an afterthought 
but a fundamental component.

Security should be integrated 
into every aspect of an 

organization's operations from 
the beginning, not added on as 

an extra measure later.

Architecting for Security
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● Least Privilege: Access only to what they need to 
perform their jobs.

● Defense in Depth: Use multiple safeguards to protect. 
If one layer fails, another steps up immediately to 
thwart an attack.

● Secure Defaults: Systems and software should be 
shipped with the most secure configuration as the 
standard setting. Security shouldn't dependent on 
user customization

● Fail-Safe Defaults: In the case of a system failure or 
anomaly, default settings should minimize risks by 
reverting to a secure state.

● Privacy by Default: Privacy settings should be set at 
maximum by default, and personal data should only be 
collected and processed when absolutely necessary, 
protecting user data from the outset.



Secure Engineering - Products
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Secure
Design Review

Developer
Self  Review

 Code
Review

Product Release Process

Static 
Analysis
(SAST)

Dynamic
Analysis
(DAST)

Software
Composition
Analysis (SCA)

Scan Report
Repository

Vulnerability
Management
System

Security Leads 

Start

Secure
Engineering
Guidelines

https://security.docs.wso2.com/en/latest/security-processes/secure-software-development-process/

Vulnerability Databases / Sources

National 
Vulnerability 

Database (NVD)

Node 
Security 

Advisories

GitHub 
Issues

Security Scanning Tools
(IDE plugins, local scans, 
PR / CI scans)

��

Shift left   but   retain central visibility

Analyzes 
source code

Simulated attacks 
through 

front-end/  APIs

Scan open source 
components used



Monitor Security Events 
and Security Incident Response

Monitor Cloud Security Posture 
and Compliance

Penetration Testing 
and Periodic Dynamic Scans

Secure Engineering - Clouds
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CI/CD Pipeline
Mandatory Quality and Security Checks

Software Composition 
Analysis (SCA)

● Third Party Dependency 
Vulnerabilities 

● License Violations

● Container Scanning

Linting and Static Security 
Analysis

● Quality Checks

● Static Application Security 
Testing (SAST)

Infrastructure as Code (IaC) 
Scanning

● Misconfigurations

● Compliance issues 

● Vulnerabilities

Security Team 

Cloud 
Leadership Team 

Security Operations 
Center (SOC) 

https://security.docs.wso2.com/en/latest/security-processes/cloud-security-process/



Operational Layer
Day-to-day activities and systems that protect an organization
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Endpoint Security

Endpoint Detection and 
Response (EDR)

Mobile Device 
Management (MDM)

Vulnerability 
Management

Active Scanning

Patch Management

Configuration Audits

Application Level 
Defence 

Web App Firewalls (WAF)

Secure Coding Practices

Penetration Testing

Digital Risk Protection / 
Threat Surface Monitoring

External Asset Monitoring

Brand Protection

Threat Intelligence

Continuous Scanning of Infrastructure and Digital Threats   

Network Security / 
Cloud Security

Intrusion Detection 
Systems (IDS)/Intrusion 

Prevention Systems (IPS)

Cloud Security Posture 
Management (CSPM)

Identity and Access 
Management (IAM)

User Behavior Analytics 
(UBA)

Privileged Access 
Management (PAM)

Security Team 

Security Events and Alerts



Notifications
- New Vulnerabilities
- Licence Changes or Violations 

Continuous Monitoring of Third Party Dependency Vulnerabilities 
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Security Team 

Continuously scan 
SBOM for known 

vulnerabilities

1. Onboard new product releases/cloud repositories
2.  Maintain Software Bill of Materials (SBOM)

Vulnerability Databases / Sources

National Vulnerability 
Database

Node Security 
Advisories

GitHub Issues

Customers

Initiate Vulnerability 
Management 

Process

Engineering 
Teams

Analyze 
Findings

Release 
Updates

- Update Status
- ETAs
- Justifications



Vulnerability Management Process
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1. Receive

2. Evaluate

3. Fix

4. Backport / Frontport

5. Customer Announcement

6. Public Announcement

7. Acknowledgement

Responsible Disclosure Program, Support Portal, Internal testing

True Positive? Impact analysis (CVSS) / CVE allocation

Change code / config. Merge to dev branch

Versions within the porting policy 

Usually monthly. If critical, immediately

4 weeks after the Customer Announcement

List in public Acknowledgement page
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Product Team Security Team

https://security.docs.wso2.com/en/latest/security-processes/vulnerability-management-process/

National Vulnerability 
Database

CNA

https://security.docs.wso2.com/en/latest/security-reporting/report-security-issues/


Customer Success 
Team

Speed at which an organization can 
respond to an incident often 
determines the severity of its 

impact

Incident Response and Recovery
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WSO2 Cloud Standard 
Operating  Procedure 

(SOP)

Information Security 
Incident Management 

Procedure

Runbooks

Security Team 

Leadership
Team 

Security Operations 
Center (SOC) Legal Team

Security 
Researchers



Third-party ties bring significant 
security risks, potentially 

becoming your weakest link in the 
face of a breach, regardless of 

your security program's strength

Extending Security: Managing Third-Party Risks
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Security Team

Legal Team

Procurement Team

Procurement Process

Review security certifications 

RFI / Security questionnaire

Legal agreements covering 
confidentiality, indemnity, privacy 

requirements

Data Processing Agreement (DPA)

Updates to sub-processor lists



Strategic Layer
Initiatives that focus on long-term security goals and broader organizational awareness



Security Awareness 
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A security-aware workforce 
complements technical defenses, 
enhancing overall security posture 
and reducing the risk of breaches.

Simulate, assess awareness, and 
continuously improve.



WSO2 Employees

Engineering Team

Security awareness isn't just 
about knowledge; it's about 

creating a culture where 
security is everyone's 

responsibility. 

 Building a Security Culture
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Product/ Cloud Teams

Security Champions/ SME
(Responsible of security of 

the product)

Security 
Team

- Training
- Research
- Review 
- Evangelism

- Request for expertise
- Request for review
- Feedback

Engineers
(Responsible of security of code, 

and secure engineering)

Employees
(Responsible of following security 

policies, procedures, and guidelines) 



 Community and Collaboration
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Opportunity to tap into the global 
security community, benefiting from the 
vast experience of researchers.

Work together with the security 
community to improve security together.

National Vulnerability 
Database (NVD)

The Vulnerability Information 
and Coordination Environment 

(VINCE)

SOC/ Security
Team

Security 
Researchers

wso2.com/security
security@wso2.com 

VINCE
Open Source 
Security Tools

OSS
Cloud Security

Alliance

Consume and Contribute



 Community and Collaboration - WSO2.com/security 
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Reward and Acknowledgement Program
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https://security.docs.wso2.com/en/latest/security-reporting/reward-and-acknowledgement-program/ 

Incentivize ethical hackers to safely 
find and report security flaws, 
turning potential threats into 

protective insights.

Established clear guidelines 
and standards for 

collaboration, ensuring that all 
parties are protected and the 

work is conducted responsibly.

https://security.docs.wso2.com/en/latest/security-reporting/reward-and-acknowledgement-program/


● Automation streamlines security protocols, reducing manual workload 
and human error. AI enhances threat detection with predictive analytics 
and real-time response.

● Use DevSecOps to integrate security at every phase of software 
development, ensuring that every release is secure by design.

● Gathers data on new and emerging threats to anticipate and prepare for 
potential attacks, keeping the organization one step ahead.

Utilizing Advanced Technologies
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People
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● Application Security

● Infrastructure Security

● Cloud Security 

● Security Compliance 

● Legal & Regulatory Compliance

● Security Operations

Cybersecurity is a vast and 
ever-evolving field. No one can 

master every aspect. 

Balance Specialization 
with a Solid Foundation. 

Align individual interests and the 
needs of the organization.
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The Evolution of Security at WSO2

2013

Security Mailing List
First email sent to dedicated mailing list for 
security (security@wso2.com). "Threat Model for 
StratosLive WSO2 ESB" by Prabath Siriwardena

Security & Compliance Team

2015

Inception of Platform Security Team
Inception of the Platform Security Team overlooking 
security of WSO2 products. Objective was to 
improve security scanning, reduce vulnerabilities, 
and start a formal security program.

2020

Scope of the team was expanded to overlooking 
every security and security compliance aspect 
within WSO2, including products, infrastructure, 
and clouds. 

2021

ISO 27001:2013 Certification
WSO2 was certified to the globally recognized 
ISO/IEC 27001:2013 standard for Information 
Security.

2024

SOC2 Certification
WSO2  successfully obtained the SOC 2® Type 2 
Report for its Public and Private Cloud services.

FUTURE

ISO/IEC 27001:2022



Question Time!
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Thank You!


