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What used to be my top APl concerns?
(Retrospective)



Data Access

Single point of truth - Golden API
(® Canbecomplexwithlegacy systems updatinginthe
background - need integration /modernisations as
wellto make it work
Stop copying data foraccess / security
(® Replace complexETLinasecure/simple manner
Simplify complexintegration architecture
(® Multilayer PUB/SUB architectures
(® Uptoé+serverhopstogettothedata



Consistent Interface for Application developers

Develop Digital services quickly

(® Asadevelopereasily connect to data/systems
Help them discover what they need easily
(® Usedourdevelopment wiki site for this

(® Didn'tuse the portal very well at first

Issue with minimal governance

(® APIsnotused forthe purpose thy were created
© Retrieving lots of unwanted data and
discarding
(® Exposing systeminternal datato the apps teams
they did not need



Provide a Center of Excellence

e Central APl/Integration development Team

(® Createdreusable patterns
(® Agile delivery of APIs

e Platformwas great
(® Tookawhile/costalotbut workedreally well
e Teamwasinhighdemand
(» Startedto create bottlenecks as the projects grew




And not least, Security

o Alwaysakeyconcern
(®  Security architects always giving me a hard time ©
» Bettercontrol of who the end useris accessing ( 1)
the data
e Use of Standards

o Defenceindepthapproach




What do | see people caring about
now?



B
Security

e NoBrainer, butit's evolved considerably

e Gottohavethe best/rightlevel of security
(® Useindustry standards
(® Socialengineering - outside the platform / security control
andits getting more sophisticated every day
(® More sophisticated attacks, not just stealing credentials
o Businesslogic / Operational vulnerabilities
(® Howdoyouprotect against legitimate usage by an
authorised person who found aloophole
e New protocols, newrisks
(® e.g.Graphglhas some new areas you need to protect
against
© Different style of attacks
© Traditionalrate limitingis not enough

« |AM/CIAM/B2B




The Business of APIs

o Thebusiness of APIs

(® Notjust atechnicalinterface anymore
(® Coretothebusinessnotjustan|T strategy
o New Business models
(® APIsasProducts
(® APIstoexpandyourservicereach
© Embeddedinpartnerservices
(® Monetisation
(® Marketandsell APIs
e Productivity
(® TTMfarmoreimportant now than ever
(® Developers are expensive
© makethe bestuse of them
(® Makeiteasy consume APIs
© Internally and externally




Scale has grown and grown coos

e We saw this comingbutits not stopping yet

e Atanewscale
(® 400 micro services consuming 300 APls

©
©

That was BIG backin the day

(governance wasn't good probably didn't need 300)

(® Now 300 apis formost organisationsis not alot
(® It'snotjust the APIs you build, but the ones you use

o Needforimproved Governance

(® Design
© Getitright/Iterate fast/ minimise risk
© Applyandenforce standards / validation
(® Security
© Validation against common threats at designtime
© Whatmy attack surface
© Identity - who has access to what
© What Authentication / Authorisations mechanismsinuse

Internal Digital
Experiences for
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Where do we see the focus in the
future?



Abstract the complexity

For creators, consumers, IT and the
business

Simplify , Automate,
Standardise




R
Simplify

o Centralized Control Plane
(® Oneplacetomanage all APl deployments
(® Manage deployment to different standard-based gateways simply
© Gateway federation
(® Central discovery and subscription
e Productivity enhancement
® Ul's /UX
© leverage Alto make naturallanguage interfaces
© Simplerto performlaborious /repetitive tasks
(® Developerscanfocusonwhat'simportant - the business services
o “Sell”yourAPls

(® Findthe needleinthe haystack fast
(® Improved buyer's journey - want them to click “Buy Now” fast




Simplify

o APlIGovernance (Design/Security)
(® What policies do youwant to enforce?
(® Whathave you got? How is it configured, and how s it used?
(® Improved governance dashboards - stakeholder visibility

e Helptoldentify areastoimprove
(® Reduceduplication
(® Improve design/security from the start
(® What data/datamodel are you exposing to the world



Automate

e APIOps (morelabels)
(® Automate error prone tasks - remove humanintervention where
possible
(® Source control with pipelines to test / deploy
(®  Applying the principles of DevOps / GitOps to APIs
© Mosthave beendoing for awhile, CLI's /APIs to integrate into
pipelines / automation processes but always scope to
improve
e Think about the runtime environment
(» K8soffersaastandardised declarative (easy to automate) approach
to deployment of services
© Applythisto APIs andrelated artefactsin the same way - get
the same benefits and keep a K8s native workflow for
everything
© easiertoadoptandmaintain asit follow the same process
© Minimise custom APl /CLl calls
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Standardise 5 . :
Tokenlssuer HTTPRoute HTTPRoute APIPolicy ‘ Authentication }

RatelimitPolicy

e We have standard protocols

(® REST, GraphQL, gRPC, Websocket,

WebSub, AsyncAPland More

o We have Regulatory /Industry standards

(® PSD2,FAPI, FHIR etc.

(® Moreto come with Open /SMART Data initiatives
o ForK8swe now have the Gateway APl specification

(® Improveinteroperability between APl gateways in the cloud native K8s environment

(® Bettermorereliable federation

(® Fulllifecycle API management stillneeds extensions but itsin early stages

[: CNCF Gateway CRDs . WSO2CRDs | | WSO2 policy CRDs



Thank You!



Question Time!
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